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HOJIUTUKA
B OTHOIICHUH 00PA0OTKH MEPCOHAIBbHBIX JAHHBIX
B 'BOY OOII Ne 4 r. HoBokyii0bImeBcKa

. O01Me moj1oKeHus

1. TepmuHsbl 1 onpeeeHNs

[TepcoHanbHbIe AaHHBIE - TH00ast HHPOPMAaLUs, OTHOCALIASICS K MIPSIMO WIM KOCBEHHO OIPEICIIEHHOMY
WIN onpenenseMomMy (pusndeckoMy nuny (CyObeKTy MepCOHAIbHBIX JAHHBIX).

Omnepatop - ['ocynapcTBeHHOE 010/ kKeTHOE 00111e00pa3oBaTesibHoe yupexaeHue Camapckoi 001acTu
OocHOBHasi oOuieoOpa3oBarensHas mkona Ne 4 ummenu W.M. MuponoBa ropona HookyiiObieBcka
ropojckoro okpyra HoBokyiiObimieBck Camapckoit obnactu (mamee - ['BOY OOl Ne 4 r.
HoBokyiiOpileBcka), CaMOCTOSITEIPHO WM COBMECTHO C JIPYTMMHU JIMIIAMU OpraHu3yionme u (Wjn)
OCYILIECTBISIONIME OOpabOTKY MEpPCOHAIBHBIX JaHHBIX, a TaKKe OIpeeNsdonye uenu o0padoTKu
MEPCOHANIBHBIX JAaHHBIX, COCTAB MEPCOHAIBHBIX JaHHBIX, MOJICKAIINX 00paboTKe, MercTBUs (Omepalun),
COBEpIIAEMBIE C IEPCOHATIBHBIMU JaHHBIMHU.

OO0paboTka MepCcOHANBHBIX JaHHBIX - JII0OOe JeHcTBUE (Oorepalusi) UM COBOKYIMHOCTb JIEHCTBUI
(onepanuif), coBeplIaeMbIX C HMCIIOJB30BAaHMEM CPEJCTB aBTOMAaTHU3allMU WM 0€3 HCIOJIb30BAHUS TaKUX
CPEICTB C MEPCOHATBHBIMU JaHHBIMH, BKIItOUasi cOOp, 3alKch, CUCTEMAaTU3allMI0, HAKOIIJIEHHE, XpaHEeHHE,
yrouHeHHe (OOHOBJIEHHE, HW3MEHEHME), U3BJEUeHHe, MCIIOJIb30BaHue, Iepenady (pacnpocTpaHeHue,
MPEAOCTaBIICHUE, JOCTYM), OOE3MYMBaHHME, OJIOKUPOBAHWE, YAAJICHHE, YHUUYTOXKCHHE TMEPCOHAIBHBIX
TAHHBIX.

ABTOMaTH3UpOBaHHAsT 00pabOTKAa MEPCOHAIBHBIX JAHHBIX - 00pa0OTKa MEPCOHATBHBIX JAHHBIX C
IIOMOUIBIO CPEJCTB BBIYUCIUTEIBHON TEXHUKH.

PacnipocTpanenne nepcoHalbHBIX JaHHBIX - IEUCTBUS, HAPaBICHHbIE HA PACKPHITHE EPCOHATBHBIX
JAHHBIX HEONIPEJEIEHHOMY KpYTY JIHLI.

[IpenocraBienue nepcoHaabHbIX JaHHBIX - IEHCTBUS, HAIIPaBJICHHbBIE HA PACKPBITUE MEPCOHATIBHBIX
JAHHBIX OIPEIEICHHOMY JIMILY WIN ONPEAECIIEHHOMY KPYTy JIMII.

brnokupoBanue nepcoOHAIbHBIX JAaHHBIX - BPEMEHHOE MpeKpalleHHe OO0paOOTKH MepCOHATBHBIX
JAHHBIX (32 UCKJIIOYEHUEM CIIy4aeB, eciau 00paboTka He0OXOAMMa JJIsl YTOYHEHHUS IEPCOHAIBHBIX TaHHBIX).

YHUYTOXKEHHE TMEpPCOHANbHBIX JAHHBIX - JEHCTBUS, B pe3ylbTare KOTOPBIX CTAHOBUTCS



HEBO3MOXXHBIM BOCCTAaHOBUTBH COJIEpP)KaHWE TMEPCOHAIBHBIX JIaHHBIX B WH(MOPMAIMOHHOW CHCTEME
MEPCOHANBHBIX JAaHHBIX M (WJIK) B pe3ylbTare KOTOPHIX YHHUUYTOXKAIOTCS MaTepHallbHble HOCUTEIH
MEPCOHAIIbHBIX TAHHBIX.

OO0e3nMunBaHre NEPCOHAIBHBIX JaHHBIX - JCHCTBHS, B pe3ylbTaTeé KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM 0€3 WCIIONBh30BAHUS JOMOJHUTEIHHOW HWH(POpPMAIMKH ONPEACTUTh MPUHAIICKHOCTD
MEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATIBHBIX JIaHHBIX.

WudopmaninoHHasi cuctemMa nepcoHaIbHBIX TAHHBIX - COBOKYITHOCTH COJIEPIKAIUXCS B 0a3ax JaHHBIX
MEePCOHANBHBIX JaHHBIX U 00ECTIEUYUBAIOIIUX UX 00pab0TKYy HHPOPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX
CPEIICTB.

TpancrpanuyHas mnepefaya IEPCOHAJIBHBIX JAaHHBIX - Iepefada MEepCOHANBHBIX JAaHHBIX Ha
TEPPUTOPUI0O MHOCTPAHHOTO TOCYJapCTBa OpPraHy BJIACTH HMHOCTPAHHOTO TOCYAApCTBa, MHOCTPAHHOMY
(bu3nyecKoMy JIMILY WJIM HHOCTPAHHOMY FOPUIUYECKOMY JIUILY.

2. Hasnauenue u nmpaBoBasi OCHOBA JJOKyMEHTA

[Tonutrka B oTHOmEeHUU niepcoHanbHbIX JaHHBIX B [BOY OOTTT Ne 4 r. HoBokyiiOsImeBcka (janee
— TlonuTHka) ompeneNnser CUCTEMY B3TJISAOB Ha MpoOieMy oOecredeHUs Oe30MacHOCTH TEePCOHATBHBIX
JAHHBIX W MPEACTaBISET COOON CHCTEMATU3UPOBAHHOE M3II0KEHUE IeNIel U 3a[a4 3alllUuThl, KaK OJHO WJIH
HECKOJIbKO TIPaBWJ, NPOLEAYp, MPAKTUYECKUX TPUEMOB M PYKOBOJSIIUX TPUHIMUIIOB B 00JacTH
nH(popManoHHON Oe3omacHocTH, KOTOpbIMU pykoBoacTByeTcss ' BOY OOIL Ne 4 r. HoBokyiiObimieBcka B
CBOEH JIeATETbHOCTH, & TAKKE OCHOBHBIX MPHUHIIMIIOB MTOCTPOEHUS, OPTaHU3AIMOHHBIX, TEXHOJIOTHYECKUX U
MPOLIEYPHBIX ACIIEKTOB 0OecredeHnst 0€30MaCHOCTH MePCOHANBHBIX JaHHBIX.

3akoHomaTenbHOM 0CHOBOM HacTosmel [lonmutuku siBnstoTcs Konctutynus Poccuiickoit @enepanuu,
I'paxxnanckuii, YromoBublii u TpynoBoil konxekcel, @enepanbHblii 3akoH oT 27.07.2006 Ne 152-03 «O
MEPCOHAIBHBIX ~ JAHHBIX», 3aKOHBI, yKa3bl, T[IOCTAHOBJIEHUS, JIPyrM€ HOPMATUBHBIE JIOKYMEHTHI
nercTByolero 3akoHoaarenscta Poccuiickoit ®enepanuu, nokymentsl @CTOK Poccun u @CB Poccun.

Ucnonp3oBanne nanHou [losuTHKM B Ka4yecTBE OCHOBBI JJISI IMTOCTPOEHUS KOMIUIEKCHOM CHCTEMBI
uHpopmanoHHoH 6e3onacHocTu nepcoHaabHbIX JaHHBIX ['BOY OOILL Ne 4 r. HoBokyiOBITIIEBCKA TTO3BOIUT
ONTUMU3UPOBATH 3aTPAThI HA €€ MTOCTPOEHUE.

[Tpu pazpabotke [TonUTUKHM YUUTHIBAIMCH OCHOBHBIE MPUHIUIBI CO3AAHUS KOMILJIEKCHBIX CHUCTEM
obecrieueHrs 6€30MacHOCTH HMHPOPMAIIHH, XapaKTEPUCTUKU U BO3MOXKHOCTH OPTraHU3aIIMOHHO-TEXHUYECKUX
METOZ0B M COBPEMEHHBIX allllapaTHO- MNPOrPAMMHBIX CPEACTB 3alUThl M MPOTHUBOJEHCTBUS YIrpo3am
0€e30MacHOCTH HH(OPMALIUH.

OcHoBHble TONOKeHU [lonuTuky Oa3UpPYIOTCS Ha KAueCTBEHHOM OCMBICIEHHH BOIPOCOB
0e30MmacHOCTH MH(OpPMAIMK M HE 3aTParuBarOT BOINPOCOB IKOHOMUYECKOTO (KOJIMYECTBEHHOI'O) aHaJIM3a
PHUCKOB ¥ 000CHOBaHUS HEOOXOAMMBIX 3aTpaT Ha 3alUTy WH(OPMALIUU.

1. O0BbeKThI 3a1IUTHI

3.  OCHOBHBIMH OOBEKTaMHU CHUCTEMBI 0€30MaCHOCTHU MepCcOoHAIbHBIX JaHHBIX B [ BOY OOIII Ne 4 r.
HoBokyli0pIieBcKa SBISIOTCA:

UH(POPMALMOHHBIE PECYPChI C OTPAaHMUYSHHBIM JIOCTYIIOM, COJIEpKalllie MePCOHAIbHBIE JaHHBIE;

MPOLECChl 00pabOTKH MEPCOHANBHBIX JAHHBIX B UH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX
I'BOY OOIII Ne 4 r. HoBokyii0OblmeBcka, HH(HOPMAIIMOHHBIE TEXHOJIOTHUH, PETJIaMEHTHI M IIPOLielyphl cOopa,
00paboTKH, XpaHeHHs W Tnepenadyd HHPOPMAIMH, TEPCOHAT pa3palOTYMKOB H  IOJIb30BATENICH
MH(POPMAIMOHHBIX CHCTEM U 00CITYKUBAIOIINNA IepCOHAT HH(OPMAIIMOHHBIX CHCTEM;

uH(pOopMallMOHHasT UHPPACTPYKTypa, BKIIOYAIOIIAsl CUCTEMbl 00paOOTKH M aHanu3a HMHPOpMAaIH,
TEXHUYECKHE M MPOTrpaMMHBIE CpPEICTBA € 00paboOTKH, mepeaay U OTOOpa)XKeHHs, B TOM YHUCIIE KaHAaJIbl
MH(OPMALIMOHHOTO OOMEHA U TEIEKOMMYHHMKAI[UH, CUCTEMbI U CPEJICTBA 3aIlUThl HHPOPMAIUU, OOBEKTHI U
MOMEIICHUS, B KOTOPBIX PACIIONIOKEHBI TEXHUUECKUE CPeJICTBA 00pabOTKH MEPCOHATIBHBIX JaHHBIX.

I11. Heau u 3axa4n odecneyeHusi 6€30MACHOCTH MEPCOHAIBHBIX JAHHBIX

4. VIatepechl  3aTparuBaeMbIX CYOBEKTOB WH(POpPMALMOHHBIX  OTHomeHuil  CyObekTamu
MH(OPMAIMOHHBIX OTHOLLICHHH MpH obecrieueHun 0e30macHoCcTy nepcoHanbHbIX JaHHbx [ BOY OOII Ne 4
r. HoBOKyHOBIIIIEBCKA SBIISIIOTCS:

— T'BOY OOIII Ne 4 r. HoBokyiiObIeBCcKa, Kak COOCTBEHHUK WH()OPMAITMOHHBIX PECYPCOB;



pykoBojacTBo U pabotHuku ['BOY OOII Ne 4 r. HoBokylObImIeBCKa, B COOTBETCTBHH C
BO3JIO)KEHHBIMU Ha HUX (PYHKLUSAMHU;

rpaxaane Poccuiickon denepanuu, rpaxaaHe HHOCTPaAaHHBIX TOCYAAPCTB U

auna 0e3 TpaKAaHCTBA, KOTOPBIM OKa3bIBAlOTCA TOCYNAapCTBEHHbIE YCIyru B cdepe
o0OpazoBaHusl.

HepeqncneHHHe CY6'BCKTBI PIH(bOpMaI_[I/IOHHBIX OTHOIIICHUH 3aUHTCPCCOBAHLI B obecIreyeHn :

CBOEBPEMEHHOI0 JJOCTYIA K HEOOXOIMMBIM UM NEPCOHAIbHBIM JaHHBIM (MX JOCTYIHOCTH);
JIOCTOBEPHOCTH (IIOJIHOTHI, TOYHOCTH, aIEKBATHOCTH, LIEJIOCTHOCTH ) IEPCOHATIbHBIX JAHHBIX;
KOH(HICHIIMATHHOCTH (COXpAaHEHHUs B TallHE) EPCOHATIBHBIX JAHHBIX;

3alIMThl OT HAaBA3BIBAHMS UM JIOXKHBIX (HEZOCTOBEPHBIX, MCKA)KEHHBIX) MEPCOHAIBHBIX
JIAaHHBIX;

pa3rpaHU4yeHMs] OTBETCTBEHHOCTH 3a HApYIIEHMs] MX MpaB (MHTEPECOB) U YCTAHOBJIEHHBIX
npaBuiI 0OpaIeHHsl ¢ IePCOHATBHBIMU JaHHBIMU;

BO3MOYKHOCTH OCYILECTBJIICHHSI HENPEPBIBHOTO KOHTPOJIS M YIPABICHHS IPOLECCaMU
00paboTKHU U Mepelaun NepCOHANBHBIX JaHHbBIX;

3aILUTHI IIEPCOHATIBHBIX JaHHBIX OT HE3aKOHHOI'O PaCIpOCTPaHCHUS.

5. llenwn 3amuThl
OCHOBHOH 1I€NIbI0, HA JIOCTHXKEHUE KOTOPOM HAIpaBJeHbl BCE MOJOXKEHHUs Hacrosmed [lomuTukwy,
SIBJIICTCS 3amuTa CyOBhekToB MHMopMannoHHBIX oTHOmIeHHH ['BOY OOIL Ne 4 r. HoBOKyHOBIIIIEBCKA OT

BO3MOYKHOTO
CIIy4aifHOTO
00paboTKHu 1

HaHCCCHUA UM MATCPHUAIIbHOI'O, (1)I/ISI/I‘ICCKOFO, MOPAJIbHOI'0O UJIW UHOT'O ymep6a, MMoCpCaACTBOM
Wi 1OpeaHaMCPCHHOI'O BO3II€I>10TBPI$I Ha MNCPCOHAJBHBIC JaHHBIC, UX HOCHUTCIIU, NPOLCCCHI
nepcaadu.

VYkazaHHas 1171 JOCTHTaeTCs MoCpcaACTBOM o0ecneyYeHHs U ITOCTOSHHOTO noagacpKaHus CICAYIOMHNX
CBOMCTB NEPpCOHAJIbHBIX JaHHbIX:

JOCTYITHOCTH TE€PCOHANBHBIX JAHHBIX JUIS JIETaJbHBIX IOJIb30BaTene (yCTOHYMBOTO
¢yHkronrnposanust uHGopMamoHHbix cucreM 'BOY OO Ne 4 r. HoBokyiiObimeBcka, npu
KOTOPOM I10JIb30BaTeId HMMEIOT BO3MOYKHOCTH IOJIYyY€HHUS] HEOOXOAMMBIX IE€PCOHAIBHBIX
JAHHBIX U PE3YJIbTATOB PEIICHU 3a/1a4 3a pUeMIIEMOe JJIsi HUX BpeMs);

LEJIOCTHOCTH M ayTeHTUYHOCTH (IIOATBEP)K/IECHHUE AaBTOPCTBA) IEPCOHANBHBIX JaHHbIX,
XpaHUMBIX M oOpabaThiBaeMbIX B HHGopManmoHHbIX cucremMax ['BOY OOHI Ne 4 r.
HoBokyiiObIeBcka 1 nepeaBaeMoii o KaHajiaM CBSI3H;

KOH(HICHIIMAIBbHOCTH COXPAaHEHMs B TallHE ONpEAETeHHOM 4acTH NMepCOHATbHBIX JaHHBIX,
XPaHUMBIX, 00padaThIBA€MbIX U MEPEIaBaeMBbIX 110 KaHAJIaM CBSI3U.

HCO6XOHHMBIﬁ YPOBCHb JOCTYIHOCTH, HCIOCTHOCTU U KOHq)I/II[eHI_[I/IaJ'IBHOCTI/I NEPCOHAIBHBIX
JaHHBIX o0ecrieunBaeTCs COOTBCTCTBYIOIIIMMHU MHOXKXCECTBY 3HAYUMBIX YIpO3 METOAAMU U CPECACTBAMMU.

6.

OcHoBHBIC 3aaa4u CUCTCMbI obecneueHns 0€30IaCHOCTH NEPCOHAJIBHBIX JaHHBIX.

Jns nocTukeHuss OCHOBHOM IIeNM 3alluThl U 00eCredyeHHsl YKa3aHHBIX CBOWMCTB IEPCOHAIbHBIX
JTaHHBIX cucTema obOecrieueHust nHpopmaroHHoil 6ezonmacHoctd 'BOY OOII Ne 4 r. HoBoky#iObIeBcka
noJbKHA obecrieunBaTh 3PGEKTUBHOE pellieHre CISAYIONNX 3a/1ay:

CBOEBPEMEHHOE  BBISIBIEHHE, OI€HKA M  [POrHO3MPOBAaHHME  HCTOYHUKOB  yrpo3
nH(pOpPMalMOHHON 0€30MaCHOCTH, MPUYMH U YCIOBHM, CIOCOOCTBYIONINX HAHECEHHUIO yiiepOa
3aMHTEPECOBAHHBIM CYOBEKTaM HMH(OPMAIIMOHHBIX OTHOLIECHWH, HApYIIEHUIO HOPMAaJIbHOTO
¢byuknronuposanus nHpopMannoHHbIXx cucteM ['BOY OOIL Ne 4 r. HoBokyiiObIeBcKa;
CO3/1aHME MEXaHH3Ma ONEepPaTUBHOIO PearnpoBaHUs Ha Yrpo3bl O€30MaCHOCTH HHPOPMAIUK U
HETraTHBHBIE TEHICHIUHY;

CO3/laHMe  YCIOBMHA JUIi MHUHUMM3allMM W JIOKAJM3allMd  HAaHOCUMOro  yiiepba
HETPAaBOMEPHBIMH JICHCTBUSIMU (PU3UUECKUX U IOPUIAMUYECKUX JIUII, OCJIA0ICHHE HETaTUBHOTO
BJIMSIHUA M JIMKBUJALNS TOCJIEACTBUN HapylIeHUs 6€3011acHOCTH HH(POpMALIUH;

3aIIUTY OT BMEIIATEILCTBA B Mpoliecc GyHKIUOHUPOBaHUS HH(OpMaImoHHbIX cucteM [ BOY
OOIII Ne 4 r. HoBokyiOBIIIEBCKAa TOCTOPOHHUX JIMLL;

pasrpaHUYeHHE TOCTYIIA M0JIb30BaTeNeil K MH()OPMAIIMOHHBIM, alllapaTHBIM, IPOTPAMMHBIM U
uHbIM pecypcaMm ['BOY OOI Ne 4 r. HoBokyiObIeBcka (BO3MOXKHOCTD JOCTYIA TOJIBKO K
TEM pecypcaM WU BBINOJHEHUS TOJNBKO TEX ONepauuidl ¢ HUMH, KOTOpble HEOOXOIMMBbI



KOHKPETHBIM I0JIb30BATEISAM ISl BBIIIOJHEHUSI CBOMX CIYXEOHBIX 00s3aHHOCTEH), TO €CTh
3aIUTy OT HECAaHKIIMOHMPOBAHHOTO JOCTYTIA;

— 3alUTy OT HECAHKIMOHMPOBAHHOW MOJM(UKALMU MCIOJIb3YEMbIX B HH(OPMALMOHHON
cucreme 'bOY OOI Ne 4 r. HoBokyiiObImeBCKa MPOrpaMMHBIX CPEIICTB, @ TAKXKE 3aAIIUTY
CUCTEMBl OT BHEIPEHHMsS HECAaHKLIMOHMPOBAaHHBIX IIPOTPAMM, BKJIKOYas KOMIIBIOTEPHBIC
BUPYCHI;

— 3auMTy HH(GOPMALMK OTPAaHUYEHHOI'O MOJIb30BAHUS OT YTEUKH [0 TEXHUUECKUM KaHalaM pu
ee 00paboTKe, XpaHEHHUH U Mepeaaye 1Mo KaHajlaM CBS3H.

7. OCHOBHBIE ITyTH PELICHMS 33]]a4 CUCTEMBI 3aIlUTHI
ITocTaBneHHbIE OCHOBHBIE LIE€H 3AIIMUTHI U PELICHNE IEPEUMCICHHBIX BbIILIE 33]]a4 JOCTUTAIOTCS:

— CTpPOTUM YYEeTOM BCEX MOJISKAINIUX 3allUTe pecypcoB mHQPopMarmoHHo cuctembl [ BOY
OOIII Ne 4 r. HomokyiiObimeBcka (MH(pOpMaNKK, 3aaad, JOKYMEHTOB, KaHAJIOB CBSI3H,
CEpBEPOB, ABTOMAaTU3UPOBAHHBIX PaOOUMX MECT);

— TMOJHOTOW,  peaJbHOW  BBIIOJHUMOCTBIO W HENPOTHBOPEUMBOCTHIO  TpeOOBaHMIA
OpraHu3aIMoHHO-pacnopsaauTeabHbiX JokyMeHTOB 'BOY OO Ne 4 r. HoBokyiiObImeBcka
0 BOIpocaM obecrieyeHus: 6e30nacHOCTH HH(POPMaLIUY;

— IOJATOTOBKOM JOJDKHOCTHBIX JUI (paOOTHHUKOB), OTBETCTBEHHBIX 3a OpPraHU3ALUI0 U
OCYIIECTBIICHHUE MPAKTUIECKUX MEPOTIPHUATHIA 110 00ECTICUeHHIO O€30MaCHOCTH MEPCOHAIBHBIX
JTAHHBIX U MIPOLIECCOB UX 00pabOTKY;

— HaJeJNeHMEM KaxIoro pabOTHHMKA (IIOJb30BAaTEIs]) MMHHUMAJIBHO HEOOXOIUMBIMHU IS
BBINOJIHEHUSI UM CBOMX ()YHKIMOHAJIBHBIX OOSI3aHHOCTEH IMOJHOMOYHUSMM IO JOCTYIY K
uHpopmannoHHsM pecypcam I'BOY OOILL Ne 4 r. HoBokyiiObleBcKa;

— YeTKHUM 3HAaHWEM M CTPOTUM COOJIOJACHHWEM BCEMH IOJBH30BATEISIMA HH(POPMAIMOHHBIX
cucTeM I'bOY ool Ne 4 r. HoBokyii0bieBcka TpeOoBaHMit
OpraHU3aIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB MO BOIIPOCaM 00eCIIeUeHNUs

— 0e3omnacHocTU UHGOpMAIUY;

— MEepPCOHAJIBHON OTBETCTBEHHOCTBHIO 3a CBOM JIEHCTBMS Ka)KIOro pabOTHHKA, B paMKaX CBOMX
(GYHKIIMOHATBHBIX 0053aHHOCTEH MMEIOIIETO JOCTYN K MH(popManmoHHbIM pecypcam ['BOY
OOII Ne 4 r. HoBokyHOBIIIIEBCKa;

— HENpEepbIBHBIM  MOJAJEPKAHUEM HEOOXOAMMOIOo YpOBHS  3alllMIIEHHOCTH 3JIEMEHTOB
uHpopmannonHoit cpeasl [ BOY OOILI Ne 4 r. HoBokyiObIIIEBCKa;

— IpUMEHEHHeM (U3NYECKHX U TEXHMYECKHX (TMPOrpaMMHO-aNMapaTHbIX) CPEJICTB 3allUThI
PECYPCOB CHUCTEM M HEMPEPHIBHOW aIMUHUCTPATUBHON MOAACP/KKON UX UCIIOJIb30BaHUS,

— 3(PeKTUBHBIM KOHTPOJIEM HaJ COOJIIO/IEHUEM IT0JIb30BATEIIMU NHPOPMAILIMOHHBIX PECYPCOB
I'BOY OOII Ne 4 r. HoBokyliObllieBcka TpeOOBaHMN MO OOeCHeueHuto Oe30MacHOCTH
uHpOpMaINH;

— ropuanyeckoit 3amuToi uHTepecoB [BOY OOHI Ne r. HoBokyiiObllieBcka mpu
B3aMMOJICHCTBUM C BHEUIHUMHU OpraHMU3alMsIMHU (CBS3aHHOM C OOMEHOM IepCOHAIbHBIMU
JAHHBIMM) OT MPOTHBOMNPABHBIX JAEHCTBHIM, KaK CO CTOPOHBI 3THX OpPraHU3alMM, TaK U OT
HECaHKIIMOHUPOBAHHBIX JEHCTBUI 00CITYKHBAOILIETO NIEPCOHANA U TPEThUX JIUIL.

IV. OcHOBHbIE NIPUHIUIIBI OCTPOEHHS CHCTEMbI 0€30IaACHOCTH NMEePCOHAIBHBIX TAHHBIX

8. Tloctpoenue cuctembl obecrieueHHnss 0€30MacHOCTH NepcoHaNbHBIX naHHeIX [BOY OOI Ne 4
r. HoBokyiiObIeBcKa, 1 ee (hyHKIIMOHUPOBAHKE JTOJKHBI OCYIIECTBIISATHCS B COOTBETCTBHHU CO CIIETYIOIIUMHU
OCHOBHBIMH IIPpUHIOHIIAMU: 3aKOHHOCTb, CUCTEMHOCTE,; KOMIIJICKCHOCTL,; HEITPEPBIBHOCTH, CBOCBPEMCHHOCTD,
MIPEEMCTBEHHOCTh U HEMPEPHIBHOCTh COBEPLICHCTBOBAHMS, pPa3yMHas JIOCTaTOYHOCTh (SKOHOMHYECKAs
11e7IECO00Pa3HOCTH); MEPCOHATBHAS OTBETCTBEHHOCTh; MUHMMH3AIIHSI TTOJTHOMOYHH; HCKITFOYCHUE KOH(IIMKTA
HHTCPCCOB; BBaHMOﬂefICTBI/Ie U COTPYAHHUYCCTBO, T'MOKOCTh CHCTEMBI 3alIUTBI; OTKPBITOCTH AJITOPUTMOB U
MEXaHM3MOB 3alIUTHl; MPOCTOTAa MPUMEHEHHUS CPEACTB 3allUThl; OOOCHOBAaHHOCTh U TEXHUYECKas
peann3yeMocCTh; ClelHann3anus u npodeccuoHann3m; 00s3aTeIbHOCTh KOHTPOJIS.

9.  3akoHHOCTH

[Ipeamonaraer OCYyIIECTBIEHHE 3AIIUTHBIX MEPONPUATHH M pa3pabOTKy CHUCTeMBbl 0€30IMacHOCTU
nepcoHabHBIX JaHHBIX [BOY OOII Ne 4 r. HoBokyiiOblllieBcka B COOTBETCTBHU C JCHCTBYIOIINM
3aKOHOJaTCJIbCTBOM B obmactu 3alIUTHI ICPCOHAJIBHBIX JAHHBIX, a TAKKC APYTUX 3aKOHOAATCIbHBIX dKTOB I10



6e3onacHoctu nHpopmanuu PO, ¢ nmpruMeHeHreM BcexX JT03BOJICHHBIX METOI0B OOHAPYKEHUS U MPECEUCHUS
MpaBOHAPYUICHU MpU paboTe ¢ NePCOHAIBHBIMU JTaHHBIMU. [IpUHATHIE MepbI 0€30MaCHOCTH MEPCOHANBHBIX
JAHHBIX HE JOJDKHBI MPEMSITCTBOBAaTh JOCTYIY IPAaBOOXPAHUTENBHBIX OpPraHOB B IIPEILyCMOTPEHHBIX
3aKOHOAATEIHCTBOM CIyYasix.

Bce monw3oBarenu uapopmanmnonnoii cucreMbl I BOY OO Ne 4 r. HoBOKYHOBITIIEBCKA JOJKHBI
UMETh TpeACTaBleHue 00 OTBETCTBEHHOCTH 3a IpPaBOHAPYIIEHHUS B 00JacTU OOpaOOTKH IMEepPCOHATbHBIX
JAHHbIX.

10. CucreMHOCTb

CHcTeMHBI TOAXOJ K TOCTPOSHUIO cHucTeMbl 3amuTthl uHpopmanuu B ['BOY OOII Ne 4 r.
HoBoxkyli0pIieBcka mpenoaaraeT y4eT BceX B3aUMOCBS3aHHbIX, B3aUMOACHCTBYIONINX H U3MEHSIOIIUXCS BO
BPEMEHH DJIEMEHTOB, YCIOBHA U (PaKTOPOB, 3HAUUMBIX JJIsl TOHUMAHUS U pelIeHus MpoOIeMbl oOecreueHust
0€301acCHOCTH MEePCOHATbHBIX TAHHBIX.

[Tpu co3manum cCHCTEMBI 3alIUTHI TOJKHBI YYUTHIBATHCS BCE Cladble M HauOojee ys3BUMBIE MECTa
nHpopmanuonnoit cuctembl 'BOY OOIIl Ne 4r. HoBokyiObIlIeBcKa, a TaKXKe XapaKTep, BO3MOXKHBIC
OOBEKTHI M HANPaBJICHUS aTaK Ha HEE CO CTOPOHBI HApYIIUTENIEH (OCOOCHHO BBICOKOKBAIU(HIIMPOBAHHBIX
3MI0YMBINUICHHUKOB). CHcTeMa 3aliThl JOKHA CTPOUTHCS C YYETOM HE TOJNBKO BCEX M3BECTHBIX KaHAJIOB
MPOHUKHOBEHUSI M HECAHKIMOHUPOBAHHOTO JOCTyNa K HMH(OpMAmuu, HO M C YYETOM BO3MOXHOCTH
MOSIBJICHUS IPUHIIMITUATIHFHO HOBBIX MYTEH peanusaiuu yrpo3 6€30MacHOCTH.

11. KommuiekcHocTh

KomruiekcHoe HCmonb30BaHHE METOAOB M CPEICTB 3allUThl KOMIBIOTEPHBIX CHCTEM IpEAroaraeT
COIJIACOBAaHHOE IPUMEHEHUE PA3HOPOAHBIX CPEICTB IPU IOCTPOCHUM LEIOCTHOW CHCTEMBI 3alllUThI,
MIEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE (3HAUMMBIE ) KaHAIIBI Pealiu3allii YIpo3 U He cofiepKalieil cnadblX MecT
Ha CTBIKaX OTJEJIbHBIX €€ KOMIIOHEHTOB. 3aluTa JO0DKHA CTPOMTHCS SIIEIOHUPOBaHO. BHemiHss 3amura
JOJKHA 00ecrednBaThCsl PU3NIECKUMU CPEACTBAMH, OPTraHU3aIMOHHBIMH U ITPABOBBIMU MEPaMHU.

12.  HemnpepbIBHOCTb 3alIUTHI

Obecnieuenne 0e30MaCHOCTH MEPCOHANBHBIX JAaHHBIX - MPOIIECC, OCYIIECTBISEMbIH PYKOBOAUTEIEM
I'BOY OOII Ne 4 r. HoBokyiiObllieBcka, aIMUHACTpATOpaMu 0€30MacHOCTH MH(POPMALIMOHHOW CUCTEMBI U
padotHukamMu I'BOY OOII Ne 4 r. HoBokyiiObllieBcka BceX ypOBHEH. DTO HE TOJIBKO U HE CTOJIBKO
MpoLEeypa WU MOJIUTHKA, KOTOPasi OCYIIECTBIISETCS B ONPEAEICHHBIN OTPE30K BPEMEHU MIIH COBOKYITHOCTb
CPEICTB 3alllUThl, CKOJBKO IPOLECC, KOTOPBIM JOKEH MOCTOSIHHO MITH Ha BCeX YpOBHAX BHYTpu I'BOY
OOLI Ne 4 r. HoBokyiiObimeBcka 1 kaxapiii padbotauk I'6OY OOIL Ne 4 r. HoBokyiOblIIeBCKa JOKEH
IIPUHUMATh y4acTHe B 3TOM Iporecce. JleaTenbHocTh Mo o0ecrneyeHno HHHOpMaMoHHONH 6e30MacHOCTH
SIBJISIETCSI COCTaBHOM 4acThiO0 moBceaHeBHOM nearensHocTH [BOY OO Ne 4 r. HoBokyiiObimeBcka. U ee
3¢ deKTUBHOCTH 3aBUCUT OT yuacTus pykooautens [ BOY OOIL Ne 4 r. HoBokyiiObIleBcka B 06ecriedeHun
MH(}OPMALIMOHHON 6€30MMacCHOCTH MEPCOHANBHBIX JaHHBIX.

Kpome Toro, OONBIIMHCTBY (PU3MUECKUX M TEXHHUECKUX CPEACTB 3aIUThl Ui 3(PPEKTUBHOTO
BBITIOJTHEHUS CBOUX (PYHKIIMIM HE00X01MMa MOCTOsIHHAsT OpraHU3allMOHHas (aAMUHUCTPAaTUBHAs) MOAIEPKKA
(cBoeBpeMeHHast cMeHa M o0ecledeHHue NPaBWIBHOTO XpaHEHUS M TNPUMEHEHUS HUMEH, mapoiei,
nepeonpeereHue MoJTHOMOYNM U T.11.). [lepepriBbl B paboTe CPEeACTB 3aIUTHI MOTYT OBITH HMCIIOIH30BAHbI
3JI0YMBIIIEHHUKAMHU U1 aHAJIN3a IPUMEHSAEMBIX METOI0B U CPEZCTB 3aLUTHI, JUIsl BHEAPEHUS CIIEUAIbHBIX
IIPOrPaMMHBIX M alIapaTHBIX "3aKIIaJI0K" ¥ IPYTUX CPEACTB MPEOAOJICHNUS 3aIIHUTHI.

13. CBoeBpeMEHHOCTH

[Ipeamonaraet ynpexaarmuii XxapakTep Mep odecrnedeHnst 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX, TO
€CTh ITOCTaHOBKY 3a/1a4 10 KOMIUIEKCHOM 3alllMTe MEePCOHAIBHBIX JaHHBIX U PeaIH3aliio Mep o0ecreueHHs
0€30MMacCHOCTH NEPCOHANIbHBIX IaHHBIX Ha PAHHUX CTaIUAX pa3paboTKy MHPOPMAIIMOHHBIX CUCTEM B LIEJIOM U
UX CHCTEM 3aLIUTHI, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alIMTHI JOJKHA BECTUCH MapajiebHO C pa3pabOTKOMl M pa3BUTHEM caMoOM
3amyIaeMoil  MHGOPMALMOHHOM cHCTEMOH. DTO TMO3BOJUT Yy4yecTb TpeOoBaHMS O€30HMacHOCTU IPH
MMPOCKTUPOBAHUHU APXUTEKTYPhl M, B KOHEUHOM cueTe, co3iaTh Oosee 3ddekTuBHBIE (KaK MO 3arpaTam
PECypcoB, Tak M 10 CTOMKOCTH) CUCTEMBI, 00JIaal0IIHe JOCTATOYHBIM YPOBHEM 3aIIUIIICHHOCTH.

14. TIpeeMCTBEHHOCTH M COBEPIIICHCTBOBAHUE

[IpenmosaraeT MNOCTOSIHHOE COBEPILIEHCTBOBAHUE MEP U CPEACTB 3alUThI IEPCOHAIBHBIX JAHHBIX Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHU3allMOHHBIX U TEXHUYECKUX PEIICHUM, KaApOBOrO  COCTaBa,  aHalIu3a
(G YHKIIMOHUPOBAHUS

uHpopmannonubix cucteM [ BOY OOLI Ne 4 r. HoBOKyHOBIIIIEBCKa U CUCTEMBI €€ 3aIIUThI C Y4€TOM



M3MEHEHMH B METOJaX M CpEeACTBaxX IepexBaTa HH(OpMaIuK, HOPMATHBHBIX TPeOOBAaHUU IO 3aIlIWTE,
JOCTUTHYTOT'O OT€UECTBEHHOTO U 3apy0eKHOI0 OMbITa B 3TOH 00sacTu.

15. Pa3ymHas JOCTaTOYHOCTH (IKOHOMUYECKAS IIETIECO00PA3HOCTH)

[Ipenmonaraer cCOOTBETCTBUE YPOBHs 3aTpaT Ha obecreueHne 0e30nacHOCTH

NEPCOHAIBHBIX JAHHBIX IEHHOCTH HH()OPMAIIMOHHBIX PECYPCOB U BEIMYMHE BO3MOKHOTO yIiepoa oT
UX pas3rjanieHus, yTpaTbl, YT€UKH, YHUYTOXKEHUS U HCKaxeHus. lcnosb3dyemble Mepbl M CpEICTBA
obecriedeHus: 6€30MacHOCTH WH(POPMAIIMOHHBIX PECYPCOB HE IOJKHBI 3aMETHO YXY/IIATh )PrOHOMUYECKHE
MoKazaTeNu paboTsl KOMITOHEHTOB HH(popMmarmorHoi cucteMbl [ bOY OOIII Ne 4 r. HoBoky#iObImeBcKa.

16. IlepconanbpHasi OTBETCTBEHHOCTh

[Ipenmonaraer BO310KEHHE OTBETCTBEHHOCTH 3a o0ecrieueHne 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
U CHCTEMBI UX 00pabOTKHM Ha KaX10TO pabOTHHMKA B MpENeNax ero MoJIHOMOYMN. B COOTBETCTBUH C 3THM
MIPUHIIMIIOM paclpe/esieHne NpaB U 00si3aHHOCTE paOOTHUKOB CTPOUTCS TaKUM 00pa3oM, 4TOObI B Cilydae
T000T0 HAPYIIEHUS! KPYT BUHOBHUKOB ObLT YETKO M3BECTEH MJIM CBEJCH K MUHHUMYMY.

17. MuHuMHA3aIMA ITOJIHOMOYHIA

O3HayaeT NpeloCTaBICHUE I0JIb30BATENsIM MHUHHUMAJIBHBIX IpaB JOCTyla B COOTBETCTBUU CO
ci1y’)ke0HOM Heo0X0IMMOCThI0. JIOCTYI K MEepCOHATBHBIM JaHHBIM JIOJDKEH MPEAOCTaBIATHCS TOJBKO B TOM
ciydae ¥ 00beMe, eIl 3TO He00X0AUMO PaOOTHUKY ISl BBITIOJIHEHHS €T0 JOJDKHOCTHBIX 00S3aHHOCTEH.

18. Hckmouenne koH(IUKTa HHTEpEcoB (pa3aeneHue pyHKIIHA).

OddextuBHas cucrema obecrieueHUsT WHPOPMAITMOHHON OC30MACHOCTH IPEHAIOJIaracT YeTKOoe
pasnenenue OOS3aHHOCTEH paOOTHUKOB W MCKIIOYEHHWE CHUTyaluid, Korja cdepa OTBETCTBEHHOCTH
pabOTHUKOB noryckaeT KOH(GIUKT nHTepecoB. Cdephl NOTCHINATBHBIX KOH(INKTOB JOJKHBI BBISBIATHCS,
MUHHMHU3UPOBATHCSA, U HAXOAUTCS MO/ CTPOTMM HE3aBHCHUMBIM KOHTpOJeM. Peanuzanus JaHHOro npuHIMIA
IIpeIoiaraeT, YTo HU OJAUH PAOOTHUK HE JOJKEH UMETh MOJIHOMOYMI, MO3BOJIIOIIUX €MY €IMHOIMYHO
OCYIIECTBIISITh  BBIMOJTHEHHE KPUTHUYHBIX omepanuil. Hanenenwe pabOOTHUKOB — MOJTHOMOYMSIMH,
MOPOKAAIOITIMH KOH(DIIMKT HHTEPECOB, AT EMY BO3MOKHOCTH IIOJTACOBBIBATH MH(POPMAIIHIO B KOPBICTHBIX
HeIsIX WJIA C TeM, YTOOBbl CKPBITh MpPOOJIEeMbl WIM TIOHECEHHBbIE YOBITKH. JJis CHHJKEHHS pucKa
MaHUIyJUPOBAaHUSl TMEPCOHAIBHBIMM JaHHBIMU M pPHCKAa XHUIIEHWs, TaKue TIOJHOMOYMS JOJKHBI B
MaKCHUMaJIbHO BO3MOXHOH CTENeHU ObITh pa3/ieieHbl Mexy pazauuHbiMu padoTHukamMu [’ BOY OOL Ne4 r.
HoBoxkyiiOpiieBcka. HeoOxonuMo NpoBOIUTH MEPUOJWYECKHE TNPOBEPKH OO0S3aHHOCTEH, (YHKUIUN WU
NesTeIbHOCTH paOOTHUKOB, BHITOIHSIOIINX KITFOUYEBbIe (DYHKIIMHU, C TEM, YTOOBI OHU HE MMEIH BO3MOKHOCTH
CKpBIBATh COBEpILIEHUE HEMpPaBOMEpPHBIX JehcTBU. KpoMe Toro, HeoOX0IMMO MPUHUMAThH CHEIHATIbHBIE
MEpBI 10 HEAOMYIIEHUIO CrOBOpa MeX 1y paOOTHUKaMHU.

19. B3anmoneiicTBre U COTPYAHUYECTBO

[Ipennonaraer co3ganue OnarompusTHON armocdepsl B komiektuBe I'BOY OOHI Ne 4 r.
HoBoxkyii6GpieBcka. B Takoii 00cTaHOBKE PabOTHUKHM JOKHBI OCO3HAHHO COOJIOJIaTh YCTAaHOBIJIEHHBIE
IpaBUja M OKa3blBaTh COJAEHCTBHE MAEATEIBHOCTH AaIMHUHHUCTPATOPOB OE30MAaCHOCTH HMH()OPMALIMOHHBIX
CHCTEM IEPCOHANBbHBIX TAaHHBIX.

BaxxHbIM s51eMeHTOM 3P (HEKTUBHON CUCTEMBI 0OecTiedeHns1 0€30IacHOCTH NMEPCOHATBHBIX JaHHBIX B
I'BOY OOIL Ne 4 r. HoBokyiiOblmieBcKa siBIsi€TCs BRICOKas KylIbTypa paboTsl ¢ uHpopManueil. PykoBocTBo
I'BOY OOIII Ne4 r. HoBoky#HOBbIIIeBCKa HECET OTBETCTBEHHOCTD 33 CTPOT0€ COOJIIOICHHE AITUYECKUX HOPM U
CTaH/IapTOB MPOECCHOHATBHON 1eATEIbHOCTH, OTUEPKUBAIOIIECH 1 IEMOHCTPHUPYIOIIEH IEpCOHATY Ha BCEX
YPOBHSIX BaXXHOCTh oOecnieueHus nHhopmannonHoi 6ezonacHoctu ['bOY OOILL Ne 4 r. HoBokyHOBbIIIeBCKA .
Bce pabotnuku I'BOY OOII Ne 4 r. HoBoky#ObImeBCKa AOKHBI MMOHUMATh CBOIO POJIb B TIPOIIECCE
obecriedeHrss THPOPMALIMOHHOM 0€30MacHOCTH U MPUHUMATh ydacTue B 3TOM mporecce. HecmoTps Ha To,
YTO BBICOKAsl KyJIbTypa oOecrnieueHus: nHGOpMalMOHHONW 0€30IacHOCTH HE TapaHTHPYET aBTOMATHYECKOIO
JOCTHIKEHUS 1ieliel, ee OTCYTCTBHE CO37aeT OO0JIbIIe BO3MOXKHOCTEN JUIsl HapylIeHUs 0€30IacHOCTH UJIH He
oOHapyxeHus (aKTOB €€ HapyIICHHUS.

20. I'nOKOCTE CHCTEMBI 3aIIIATEI

Cuctema obecrieueHusi HHGOPMAIIMOHHON O€30MacHOCTH JOHKHA OBITh CIIOCOOHA pearnpoBaTh Ha
M3MEHEHMs BHeIHel cpeabl u ycnoBuid ocymiectsienus ['bOY OO Ne 4 r. HoBokyiiOblmeBcka cBoeit
NEeITENbHOCTU. B UnciIo TakuxX U3MEHEHHUH BXOOAT:

— HW3MEHEHUs OpraHu3allMOHHOM © mTatHoW cTpykTypsl ['BOY OOl Ne 4 r.
HoBoxkyiiObImeBcka;

— W3MEHEHHE CYILIECTBYIOUIMX WJIM BHEIPEHHE NPUHLMINAILHO HOBBIX HH()OPMAIIMOHHBIX
CHUCTEM;



— HOBBIE TEXHUYECKHE CPEJICTBA.

CBoiicTBO THOKOCTH cHCTeMBbl oOecriedeHrs: WH(OPMAIIMOHHON 0e30MacHOCTH U30aBIsET B TAKUX
CUTYalUsX OT HEOOXOAUMOCTH IPUHSTUS KapINHAIBHBIX MEP MO MOJTHON 3aMEHE CPEACTB U METOJI0B 3allIUTHI
Ha HOBBIE, YTO CHIDKACT €€ OOIIYI0 CTOUMOCTb.

21. OG0CHOBAaHHOCTb U TEXHUYECKAs PEATU3yeMOCTh

HudopmaninoHHbIe TEXHOJIOTHH, TEXHUUECKHE U ITPOrPaMMHBIE CPEICTBA, CPEACTBA U MEPHI 3aILIUTHI
MEePCOHAIBHBIX JAHHBIX JIOJDKHBI OBITh PEaIn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHUS HAYKH M TEXHHKH,
000CHOBAHBI C TOUKH 3PEHUS JOCTHKEHHUS 33JaHHOTO YPOBHS 0€301MacHOCTH HH(OPMALIUK U SKOHOMUYECKOM
1eJIecO00Pa3HOCTH, a TaKXKe JOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaMm U TPEOOBAaHUIM IO
0€301acCHOCTH MEePCOHATbHBIX TAHHBIX.

22. Cnenuanu3anus 1 npodecCUOHATN3M

[Ipenmonaraer mpuBieYeHHE K pa3pabOTKe CPEICTB M peanu3alli Mep 3allUThl MEePCOHATbHBIX
JaHHBIX CIEHUATU3UPOBAHHBIX OpTaHU3alMii, HamOoJee TMOATOTOBIEHHBIX K KOHKPETHOMY BHIY
NesITeNIbHOCTH 10 00ecrieueHn o 6€30MacHOCTH HHPOPMAIIMOHHBIX PECYPCOB, UMEIOIIMX OMBIT MPAKTUYECKOM
paboThI U TOCYIaPCTBEHHYIO JIUIICH3UIO HA MPaBO OKa3aHWs YCIyr B 3Tod obnactu (numen3uarei ®CTOK
Poccun u ®CB Poccun). Peanuzanusi aiMUHUCTPAaTUBHBIX MEp M JKCILTyaTallds CPEJICTB 3alUThl JOJKHA
OCYIIECTBISTHCS  MPO(PECCHOHAIBHO MOATOTOBICHHBIMU  paboTtHukamMu [BOY OO Ne 4 1.
HoBoxkyiiOpimeBcka (agAMUHHCTpaTOpamMu 0€30MacHOCTH  WH(OPMALMOHHBIX CHCTEM MEPCOHAIBHBIX
JTAHHBIX ).

23. O0s3aTeNbHOCTh KOHTPOJIS

[Ipenmonaraer 00s3aTEIBHOCTD U CBOEBPEMEHHOCTh BBISIBJICHHUS U IPECEUYCHUS TOMBITOK HAPYIICHUS
YCTaHOBJICHHBIX MpaBWJI, oOecreueHus: 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX, HA OCHOBE HCIIOIb3YEeMbIX
CHCTEM M CPEJICTB 3aIIUTHI IEPCOHATBHBIX JJAHHBIX, TPH COBEPIIICHCTBOBAHUM KPUTEPUEB U METOJIOB OLIEHKH
3¢ (HEeKTUBHOCTH 3TUX CUCTEM U CPE/ICTB.

KoHTponb 3a nedareabHOCThIO J1I000r0 MOib30BaTeNsl, KaXKI0ro Cpe/ICTBA 3aIMTHl U B OTHOLIECHUU
m000ro O0BEKTa 3alIUTBl JOJKEH OCYIIECTBISATHCS HA OCHOBE MPHUMEHEHHUS CPEICTB OINEPaTUBHOIO
KOHTPOJISI U PETUCTPAIMH U JIOJDKEH OXBAThIBAaTh KaK HECAHKIIMOHMPOBAHHBIE, TAK U CAaHKIIMOHUPOBAHHBIE
NEUCTBUS MOJIb30BATEIICH.

Kpome toro, sddekrtuBHas cucrema oOecredeHHs: HHPOPMAIMOHHON Oe30macHOCTH TpedyeT
HaIM4Us aJIeKBaTHOW M BCeOOBEMITIONIEH HHPOpPMAIMK O TEKYIIEM COCTOSIHHH IMPOLIECCOB, CBSI3aHHBIX C
JBUKEHHEM MH(QOPMAIMK U CBEJACHUN O COOIIOCHUH YCTaHOBIEHHBIX HOPMaTUBHBIX TPEOOBaHUH, a TaKxKe
JIOTIOTHUTENBHON MH(OPMALINY, UMEIOIIEH OTHOIICHHE K MPUHITHIO pemeHuil. MHpopmarus qomkHa ObITh
HaJIeKHOM, CBOEBPEMEHHOM, JJOCTYITHOM U MPaBMIBHO 0()OPMIICHHOM.

Henocrtatku cuctembl obecrieueHUsT HHPOPMAIIMOHHON O€30MacHOCTH, BBISBICHHBIE paOOTHHUKAMHU
I'bOY OOI Ne 4 r. HoBoky#OBIIIEBCKA TOJKHBI HEMEIJIEHHO JOBOJUTHCS 10 cBeAeHus nupekropa [ BOY
OOHI Ned4 r1. HoOBOKYHOBIIIIEBCKA H  OMEPATUBHO YCTPAHATHCS. BOMPOCH, KOTOpPHIE KaXyTCA
HE3HAYUTENIbHBIMU, KOI'/Ia OTJENIbHbIE MPOIECCH paCCMATPUBAIOTCS U30JIUPOBAHHO, IPU PACCMOTPEHUU UX
Hapsily ¢ APYTMMHU acleKTaMH MOTYT yKa3aTh Ha OTpHUIATeNbHbIE TEHACHIIMU, TPO3SIIMe TepepacTu B
KpYIIHbIE HEJIOCTATKH, €CJIM OHU HE OyyT CBOEBPEMEHHO YCTPAHEHBI.

V. Mepsbl, MeTOABI U cpelcTBa o0ecnieyeHusi TpedyeMoro ypoBHs
3alMTHl HH(POPMALIMOHHBIX PECYpPCOB

24. Mepsl obecrieueHust HH(GOPMAITMOHHON 0€30MacHOCTH

Bce wmepnl obecneuenus Oe3omacHocTH uHpopmarnuoHHbix cuctem [BOY OOl Ne 4
r. HoBokyiiObIllieBcka MOApA3AENAIOTCS Ha: TMPaBOBBbIE (3aKOHOJATENbHBIC); MOPAIbHO-3TUYECKHUE;
TEXHOJIOTUYECKHE; OpraHH3allMOHHbIe (aIMUHHUCTPATUBHbIE); (U3NYECKUE; TEXHUUYECKUE (anmapaTypHble U
IPOrpaMMHBIE).

24.1. 3axkoHonaTeibHBIC (MMPABOBHIE) MEPHI 3alTUTHI

K mpaBoBBIM MepaM 3aIIMTBl OTHOCATCS JEHCTBYIOIIME B CTpaHE 3aKOHBI, yKa3bl U HOPMAaTHBHBIC
aKThl, pPErJIaMEHTHUPYIOLIUE MpaBwia OOpallleHHs] C IEePCOHANBHBIMU JIaHHBIMH, 3aKpEIUIAIOIINE MpaBa U
00sI3aHHOCTH yYaCTHHKOB MH(GOPMAIMOHHBIX OTHOIIEHUH B Mpoliecce X 00pabOTKH W HCIOJIb30BaHUs, a
TaKXe YCTaHABJIMBAIOIME OTBETCTBEHHOCTh 33 HApYyIIEHUs 3TUX NpaBuil. [IpaBoBble Mepbl 3aIIUTHI HOCAT B
OCHOBHOM YIPEXJAIOINH, MTPOPUIAKTHIECKUN XapaKTep U TPEOYIOT MOCTOSHHON pa3bsiICHUTEIBHON paboThI
¢ nmosp3oBaTessiMu nHGopmanronHoi cucteMbl [’ BOY OO Ne 4 r. HoBokyiiObITeBCKa.



24.2.  MopanbHO-3THYECKUE MEPHI 3aIUTHI

K MopasibHO-3THYECKUM MepaM OTHOCSITCSI HOPMbI TOBE/IEHUS, KOTOPbIE TPAIUIIMOHHO CIIOXHIUCH
WIN CKJIQABIBAIOTCS MO0 MEpE PacHpOCTpaHEeHUs WH(GOPMAIIMOHHBIX TEXHOJIOTUH B OOIIECTBE. DTH HOPMBI
00JIbIIIeH YacThIO HE ABIIAIOTCA 00s3aTEIbHBIMU, KaK 3aKOHO/IATEIbHO YTBEP)KJIEHHbIE HOPMATHUBHbBIE aKThI,
OJTHAKO, UX HECOOIIOCHNE MOXKET IPUBECTH K MaJCHUIO aBTOPUTETA, PECTHUKA YSIIOBEKA, TPYIIIIBI JIUI UITH
I'bOY OOII Ne 4 r. HoBoky#iObIeBcka B 11e710M. MOpalibHO-3THYECKHE HOPMBI OBIBAIOT KaK HEIHCAHBIE,
TaK ¥ MUCaHble, TO €CTh 0(OPMIICHHBIE B HEKOTOPBIH CBOJ (yCTaB) MpaBHUJI WM Mpeanucanuii. MopaibHO-
ATUYECKHE MEpbI 3alUTHI SBISAIOTCS MPOMUIAKTUIECKUMH U TPEOYIOT MOCTOSHHOM padOoTHI MO CO3AaHUIO
310pOBOT0 MOPAJIbHOT'O KJIMMAaTa B KOJJIEKTHBE.

24.3. TeXHOJOTUYECKUE MEPHI 3aIUTHI

K nanHOMy BuJy Mep 3allUThl OTHOCATCS PA3HOTO poja TEXHOJOTMYECKHE PELICHUS U IPUEMBI,
OCHOBaHHBIE Ha HCIOJB30BAHWU HEKOTOPBIX BHJOB H30BITOUHOCTH (CTPYKTYPHOH, (DYHKIHMOHAIBHOM,
MH(POPMALMOHHOM, BPEMEHHOM M T.N.) M HANpaBICHHbIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEPIICHHS
paboTHUKaMU OIIMOOK U HApYIIEHUH B paMKaX MPeIOCTaBICHHBIX UM MPaB U MOJIHOMOYHUH.

24.4. OpraHu3zaiioHHbIE (aIMUHUCTPATUBHBIE) MepbI 3aILUTHI OpranuzanuoHHbIE
(aIMUHUCTPATHUBHBIE) MEPHI 3aLTUTHI - 3TO MEPHI

OpPraHM3al[MOHHOTO XapakTepa, perjJaMeHTUPYIOIIME MpoLecChl (YHKIUOHUPOBAHUS CHCTEMBI
00pabOTKM TEpPCOHATBHBIX JIAaHHBIX, HCIOJIB30BAaHUE €€ PECYpCOB, EATEIBHOCTh OOCITY>KHUBAIOIIETO
MepCoHalIa, a TaKXKe IMOPSIOK B3aUMOJCUCTBUS TOJIB30BATEICH C CHUCTEMOM TakMM 00pa3oMm, 4TOOBI B
HauOOJbIIeH CTENEHN 3aTPYAHUTh WM HCKIIOYUTH BO3MOXXHOCTH PeaH3alliu yrpo3 0e30MacHOCTH WU
CHHU3UTh pa3Mep NOTEPh B CIyyae UX pean3aluu.

24.5. ®opMHpOBaHHE MMOTUTHKHA OE301TaCHOCTH

['maBHas menb aJAMUHUCTPATHBHBIX MeEp - CPOpPMHUPOBATH MOJUTHKY B 00JacTu obOecneueHus
0€30MacCHOCTH TEPCOHANBHBIX aHHBIX (OTPAXKAIOIIYI0 MOAXOABl K 3alllUTE MEPCOHANbHBIX AAHHBIX) U
00eCTIeYHTh €€ BBITIOIHEHUE, BBICISISI HEOOXOAMMBIE PECYPCH M KOHTPOJIUPYS COCTOSTHHUE JIelT.

25. PernameHTtanus 1oCTyna B IOMEIICHUS

Kommnonentsr unpopmarmonHoit cucremsl ['bOY OOII Ne 4 r. HoBokyiObIIIeBCKa JOKHBI
pa3MenaTbcs B IOMEIICHUAX, HAXOSIIUXCS 1101 OXPaHOH WK HaOJI0JeHUEM, HCKIIIOYAIOIIUM BO3MOKHOCTh
OECKOHTPOJBHOIO MPOHUKHOBEHUS B TMOMELICHHS MOCTOPOHHUX JIML M 00ECIeYMBAIOUINM (PU3NYECKYIO
COXPAaHHOCTh HaXOSIIUXCS B MOMEIIEHUH 3alMIaeMbIX pecypcoB (1oKymeHTOB, APM u T1.1.). YOopka
TaKMX TOMEIICHUH J0JDKHA IMPOU3BOJIUTHCS B MPHUCYTCTBUM OTBETCTBEHHOI'O pPAaOOTHHUKA, 32 KOTOPBIM
3aKpeIUIeHbl JIaHHbleé KOMITOHEHTHI, C COOJIIOJIEHMEM Mep, MCKIIIOYAIOIIUX JOCTYH MOCTOPOHHMX JHUI] K
3alUIIAeMbIM HHPOPMAIIMOHHBIM pECypCaM.

Bo Bpemst 00pab0TKH EpPCOHATBHBIX JAHHBIX B TAKUX MOMEIIEHUSIX JOJDKEH IPUCYTCTBOBATH TOJIBKO
MepCOHaJ, JOMYIIEHHbI K paboTe ¢ MEepPCOHAIbHBIMU JaHHBIMU. 3alpeliaeTcss MpPHEeM IMOCEeTUTENel B
MOMEIICHUSX, KOTJ]a OCYIIECTBIIIETCS 00paboTKa MepCOHATBHBIX TaHHBIX.

[Io oxoHuaHuum paboyero [HsA, TIOMEUIEHUS, B KOTOPHIX pPa3MEIalOTCd KOMIIOHEHTHI
uHpopmannonHoit cuctembl [ BOY OOILI Ne4 r. HoBokyiiOblmeBcKa, JOHKHBI 3aUPaThCs HA KITHOY.

B cinydae ocHameHus ~TOMEUIEHMM  CpeICcTBaMU  OXpPAaHHOM  CUTHalIM3alUd, a Takke
aBTOMAaTU3MPOBAHHOW CHCTEMOM MpHeMa M PETUCTPAIMM CUTHAJIOB OT 3THX CPEJCTB, MPUEM-cadya TaKUX
MOMEILEHUH O] OXpaHy OCYLIECTBIIIETCS HA OCHOBAaHUH CIIELUAIbHO pa3padaTbiBa€MO HHCTPYKIIMH.

26. Permamenranus nomycka paOOTHHKOB K MCIIOJIb30BAaHUIO HH(POPMAITMOHHBIX PECYPCOB.

B pamkax pazpemuTenbHON cucTeMbl (MaTpUIbl) AOCTYNA YCTaHAaBIUBAETCS: KTO, KOMY, KaKylo
MH(OPMAIIHIO U ISl KAKOTO BUJIA JOCTYIa MOKET NMPEIOCTaBUTh U IPU KAKUX YCIOBUSX.

Homyck monb3oBateneir k pabore ¢ wuHbopmarumonHoi cucremor ['BOY OOl Ne 4
r. HoBokyiiObIIIeBCKa U JOCTYI K €€ pecypcaM JI0JKeH OBITh CTPOro perjiaMeHTupoBaH. JIroOble n3MeHeH s
coCTaBa M MOJHOMOYHH OJIb30BATENEH MOACUCTEM JOKHBI IPOU3BOAUTHCS YCTAHOBICHHBIM MOPSAKOM.

YPpOoBEHb MOJIHOMOYMH Ka)KJI0T0 MOJIb30BATENS ONPEAEIIAETCS NHANBUAYAJIBHO.

O06paboTka epCOHATBHBIX JaHHBIX B KOMIOHEHTaX mHpopmannoHHbIXx cucteM ['BOY OOl Ne 4
r. HoBokyiiObIIIIeBCKa JTOJDKHA TPOU3BOAMTHCS B COOTBETCTBUU C YTBEPXKACHHBIMU TEXHOJOTHUECKUMHU
HMHCTPYKIHUSMHU.

27. PermameHranusi mpoueccoB OOCTYKUBAHHS W OCYIIECTBICHUS MOIU(UKAIMK alMapaTHbIX H
IIPOrPaMMHBIX PECYPCOB.

B nensax mnopaepxkaHus pekuMa HMHQOPMAIMOHHON O€30MacHOCTH  alllapaTHO-TpOorpaMMHast
KOH(UTrypamus aBTOMaTU3MpoBaHHbIX pabouux mecT padboTHrkoB ['BOY OOILI Ne 4 r. HoBokyiiObIeBcka, ¢



KOTOPBIX BO3MOXKEH JIOCTYH K pecypcamM HH(OPMAIMOHHBIX CHCTEM, OJIKHA COOTBETCTBOBATH KPYTy
BO3JIO’KEHHBIX Ha JAHHBIX MOJIb30BaTeNel (QyHKIIMOHATIBHBIX 0053aHHOCTEH.

B kommoneHTax WH(MOPMAIMOHHBIX CHCTEM W Ha padoyux MecTax IOJIbh30BaTeNel HTOKHBI
YCTaHABIIMBATHCS U UCIOIb30BATHCS JIMIIEH3NOHHbBIE POTPaMMHbBIE CPECTBA.

28. OOecriedyeHHEe U KOHTPOJIb (PU3UUECKON IENOCTHOCTH (HEM3MEHHOCTH KOH(MUTYpAIUH)
anmnapaTHBIX PeCypcoB

29. Tlogbop ¥ MOATOTOBKA MEpCoHana, 00ydeHue moiib3oBareneit [lonbp3oBareny nHGOPMAITMOHHBIX
cucteM I'BOY OOIIl Ne 4 r. HoBokyiObIIIEBCKA, a TaKXe PYKOBOISAIIMN TIEPCOHAT JOJKHBI OBITh
O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJIHOMOYUH, a TakKe OpraHM3alMOHHO-PACIIOPSIUTENbHOM,
HOPMAaTUBHOM, TEXHUYECKOM U IKCIUTYaTallMOHHOW JOKYMEHTAIMeH, onpeaenstoneil TpedoBaHus U MOPSII0K
o00paboTku nepcoHanbHbIX AaHHBIX B [BOY OOII Ne 4 r. HoBokyiiObIIIeBCKa.

30. OTBeTcTBEHHOCTh 3a HaApYUIEHHUsS YCTAHOBJICHHOTO TMOpsIKa TIOJb30BaHUSl pecypcaMu
uHpopmannonnoit cuctembl [ BOY OOLI Ne 4 r. HoBokyiiObIeBcKa.

Mepa OTBETCTBEHHOCTH IEpCOHAa 3a JACWCTBUS, COBEPIICHHbIE B HAPYIIEHUE YCTAHOBICHHBIX
npaBui obecrieyeHnst 6e30macHoi paboThI C MEPCOHATBLHBIMU JJAHHBIMH, JTOJDKHA ONPEICIISATHCSI HAHECEHHBIM
yiepOoM, HaTMYUeM 371070 yMbIca U ApyruMHu (pakTopamu o ycMotpeHuto pykooauteis [bOY OOL Ne
4 r. HoBokyi10Obl111€BCKA.

31. CpencrtBa obecriedeHust 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX.

Hns obecnieuenust uudopmarmonHoit 6ezonacHoctd ['BOY OOII Ne 4 r. HookyiiObIleBcka
CpeICTBa 3allUThI JOJIKHBI IPUMEHATHCSA KO BceM pecypcaM uHbopMannoHHbx cucteM ['BOY OO Ne 4
r. HoBOKYyiiObIIIeBCKa, HE3aBHCUMO OT UX BHJIA M POPMBI TIPEICTaBICHHUS HH(DOPMAIINK B HUX.

31.1. ®usuyeckue CpecTBa 3aIIUTHI

®du3nueckue Mephl 3alllUThl OCHOBAHbI HAa MPUMEHEHUH PA3HOTO POJa MEXAHUYECKUX, IIEKTPOHHBIX
WM JIEKTPOHHO-MEXaHMUECKUX YCTPOUCTB U COOPYXKEHUH, ClelnaIbHO MpelHa3HAuYeHHBIX AJS CO3AaHUS
(U3HYECKUX MPENSATCTBUI Ha BOZMOXKHBIX MTyTSX MPOHUKHOBEHUS M TOCTYTIA MMOTCHIIMAIBLHBIX HAPYIIUTEICH
K KOMIIOHEHTaM CHUCTEMbl U 3alllMIIA€MbIM IE€PCOHAIBHBIM JaHHBIM, a TaKKe€ TEXHUYECKUX CPE/ICTB
BHU3YyaJbHOI'O HA0JIIO/IEHUS, CBSI3U U OXPAHHON CUTHAJIU3AIUH.

Jns obecrieueHust ¢puzndeckoil 0€30MaCHOCTH KOMIIOHEHTOB HH(popmannoHHoW cuctemsl [BOY
OOHI Ne 4 r. HoBokyiiOblieBcka HEOOXOIMMO OCYIIECTBIISTH P OPraHU3aLMOHHBIX U TEXHUYECKUX
MEPOTPHUATHIA, BKIIOYAIOIINX MPOBEPKY 000PYI0BaHMS, TPEIHAZHAYEHHOTO A7l 00pabOTKH MEePCOHAIBHBIX
JMAHHBIX, HAa: HAJIWYUE CIENHAIbHO BHEAPEHHBIX 3aKJIAIHBIX YCTPOMCTB; BBEJEHHE JOMOJHHUTEIbHBIX
OTpPaHMYEHUH MO JOCTYMy B MOMEIIEHUs, MpeJHa3HAYCHHbIE ISl XpaHEeHUs U 00pabOTKH MepCOHATbHBIX
JaHHBIX; 000pyAOBaHUE cHUCTEM HH(OpMaTH3alMM YCTPONMCTBAMHU 3alllUThl OT COOEB AJIEKTPONMUTAHUS U
MOMEX B JIMHUSIX CBSI3HU.

31.2. TexHHUYECKUE CPEICTBA 3ALTUTHI

TexHuuyeckue (anmapaTHO-IPOrpaMMHBIE) MEPHI 3alIUThl OCHOBAHBI Ha MCIOJIB30BAHUU PA3IUYHBIX
AJIEKTPOHHBIX YCTPOUCTB M CHEIUATBHBIX TPOTPAMM M BBITIOIHSIOMINX (CAMOCTOATENILHO UM B KOMIUIEKCE C
IpYTUMH cpencTBaMu) (GYHKIUU 3amuThl (MACHTU(UKAIMIO ¥ ayTeHTHU(UKAIMIO IOJIb30BaTeleH,
pasrpaHUYeHHUE JOCTYIA K pecypcaM, PEerucTpalfio COOBITHH, Kpuntorpadguueckoe 3akphITHe HHDOpMAITUN
U T.J.).

C yuerom Bcex TpeOOBaHHI M TMPUHIIMIIOB obecreueHnss 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX IO
BCEM HaNpaBlIEHUSM 3aIUTHl B COCTAB CUCTEMBI 3aIUTHI JTOJDKHBI ObITh BKJIFOUEHBI CISAYIOIINE CPEACTBA:

— CpelCTBa pa3rpaHUYeHUs JOCTyNa K JaHHBIM;

— CpeACTBa perucTpaiuy J0CTyla K KOMIIOHEHTaM MH(QOPMAIIMOHHBIX CUCTEM M KOHTPOJIS 3a
UCIOJIb30BaHNEM MH(POpMAIUY;

— CpeACTBa pearupoBaHUs Ha HAPYIICHUS peKrMa HHPOPMAITMOHHON 0€30M1acHOCTH.

Ha texnuueckue cpeacTBa 3alIuThl BO3JIAraeTcs pelieHue CeyIoIUX OCHOBHBIX 3a/1a4:

— wuaeHTUPUKANUA U ayTeHTHU(HUKAIUS MOJIb30BaTeIe MpU MOMOIIY UMEH WM CIEeIHATbHBIX
anmnapaTHbIX CPEJICTB;

— perjaMeHTalus W YIpaBlieHUE JOCTYIIOM IOJb30BaTeNeil B MOMEUICHHs, K (GU3NYECKUM U
JIOTUYECKUM yCTPOHCTBAM;

— 3alMTa OT MPOHUKHOBEHMS] KOMIIBIOTEPHBIX BHUPYCOB M Pa3pyLIMTENBLHOTO BO3JEHCTBUS
BPEJOHOCHBIX MPOTPaMM;

— perucrpanusi Bcex ACHCTBUU MOJBb30BATENS B 3AIUIIEHHOM KypHaJe, HATMYME HECKOIbKUX
YPOBHEW pEruCTpaLtH;



— 3allUTa JaHHBIX CHCTEMBI 3aIlUThl Ha (PalJIOBOM cepBepe OT JOCTYIa MOJIb30BaTeNeH, B UbH
JIOJDKHOCTHBIE 0053aHHOCTH HE BXOAUT paboTa ¢ MHPOPMALIUH, HaXOAAIIeHCs Ha HEM.

31.3. CpencrBa naeHTU(PHUKAINN U ayTCHTH(GUKAIINH TTOJIB30BaTEIICH.

B mensx mpenorBparieHus paboTel ¢ pecypcamu wHGopMmaimonHoi cucrembl ['BOY OOII Ne 4
r. HoBokyiiOblieBcKa MOCTOPOHHUX JIML] HEOOXO0AUMO 00ECIeUUTh BO3MOKHOCTh PAaCIO3HABAHUS KaXKI0Iro
JETJIbHOTO IOJIb30BaTens (WM TIpynn nojib3oBarened). s uaeHTUOUKAUMM MOTYT INPUMEHSATHCS
Pa3IMYHOIO POja YCTPOMCTBA: MAarHUTHBIE KAPTOUKH, KIIFOUH, KJIHOUEBbIE BCTABKU, JUCKETHI U T.I1.

AytenTudukanus (IOATBEPKICHHUE TIOJVIMHHOCTH) 0Ib30BATENEH TAKXKE MOXKET OCYIIECTBIATHCS:

— IyTéM IPOBEpKH HAIMYMUA Yy [OJb30BaTeNeH KAKUX-JIMOO CHELUAIbHBIX YCTPOWCTB
(MarHUTHBIX KapTOYEK, KIIOUEH, KIOYEBBIX BCTABOK U T.N.); IIyTEM IPOBEPKU 3HAHUS UMU
napoJeu;

— IyTéM T[POBEPKM YHHMKAJIbHBIX (PU3MUYECKMX XapakTepUCTUK M IIapaMeTpoB CaMHX
MOJIB30BaTENICH MPU TIOMOIIH CIIEIHATBHBIX OMOMETPHUYECKUX YCTPOHCTB.

31.4. CpencrBa pa3rpaHUyYEHUsS JOCTYIIA.

30HBI OTBETCTBEHHOCTH U 3aJla4ld KOHKPETHBIX TEXHUUYECKUX CPEJCTB 3aIlUThl YCTaHABIMBAIOTCS
HCXO/IS U3 UX BO3MOYKHOCTEH U AKCILTyaTallMOHHBIX XapaKTEPUCTUK, OTIMCAHHBIX B JOKYMEHTALIUH HA IaHHbIE
CpeAcTBa.

TexHuueckue cpeacTBa pa3rpaHUUEHUs JOCTYIA JOJKHBI [0 BO3SMOYKHOCTH OBITH COCTABHOM YaCThIO
€IMHON CUCTEMBI KOHTPOJIS IOCTYIIa: HAa KOHTPOJIUPYEMYIO TEPPUTOPHIO; B OT/AEIbHbBIC TOMELICHHUS;

— K kommoHeHTaMm uHpopManmonHoi cpeasl ['BOY OOII Ne 4 r. HoBokyiiOblleBcka u
AIIEMEHTaM CHCTEMBI 3aIIUTHI IEPCOHATBHBIX JAHHBIX ((QU3MYECKHA JOCTY);

— K MH(QOPMAIMOHHBIM pecypcaM (IOKyMeHTaM, HOCHTEeIsIM uHpopMmalrm, (daitinam, Habopam
JTAaHHBIX, apXUBaM, CIIPaBKaM U T.[1.);

— K AaKTUBHBIM pecypcaM (NpUKIAJAHBIM I[porpamMMmam, 3ajadaM U T.I.); K ONEpalluOHHON
cucTeMe, CUCTEMHBIM IIpOrpaMMaM U IporpaMmam 3amiuThl.

31.5. CpencrBa obecriedeHus: 1 KOHTPOJIS [IETOCTHOCTH

CpencTBa obecriedeHus 1eIOCTHOCTH BKIIIOYAIOT B CBOM COCTaB CPEJCTBA PE3EPBHOIO KOMUPOBAHMS,
IIPOrpaMMbl aHTUBUPYCHOM 3aIUTHI, IPOTrPAMMbI BOCCTAHOBJIEHHSI LIEJIOCTHOCTH ONIEPALIMOHHOMN cpeibl U 0a3
JAHHBIX.

CpenctBa KOHTpOJI ILIEIOCTHOCTH HH(POPMAIIMOHHBIX PECYpPCOB CHCTEMBI MpeIHAa3HAYEHBI JUIS
CBOEBPEMEHHOTO OOHApy)KEHUS MOJU(PHUKAIMKU WIM HCKAXKEHUs pecypcoB cucteMbl. OHU MO3BOJISAIOT
o0ecneunTh MPaBUIBHOCTh (PYHKIIMOHUPOBAHUS CHUCTEMBbl 3allUThl W IEJOCTHOCTb XPAaHUMOW H
obpabarbiBaeMoil MHpopmaruu. KoHTponb 1enocTHOCTH HMH(OpMAanuu M CPEACTB 3allUThl, C LENbIO
o0ecrieueHnss HEM3MEHHOCTH WH(OPMALIMOHHOW CpEeIbl, ONpeAensseMoil MpeayCMOTPEHHOW TEXHOJIOTHen
00paboOTKM, M 3alMThl OT HECAHKIMOHMPOBAHHOW MOJU(UKAIMK TNEPCOHAIBHBIX JIAHHBIX JOJKEH
o0ecrneunBaThes:

— CpeACTBaMM pasrpaHUYEHHUs JAOCTyna (B IOMELIEHHUS, K JOKYMEHTaM, K HOCHUTEJSM
uH(poOpMalliU, K cepBepaM, JIOTUYECKUM YCTPOWCTBAM M T.II.); CPEACTBAMM 3JIEKTPOHHOM
MOJIINCH;

— CpeacTBaMM TOJCYeTa KOHTPOJBHBIX CYMM (11 HCIIOJIb3YEeMOI'O  IPOrpaMMHOI0O
olecrnieyeHus).

31.6. CpeznctBa onepaTuBHOTO KOHTPOJIS U PETUCTPALIMU COOBITHI 0€30MacHOCTH.

CpenctBa 0OBEKTHBHOTO KOHTPOJIS JOJKHBI oOecrneyuBaTh OOHapyXeHHEe M PEerucTparuio Bcex
coOBITHH (neiicTBuil onb3oBaresne, monsiTok HCJ u T.11.), KOTOpBIE MOTYT MOBJIEYb 32 COOON HapylIeHHEe
0€30MacHOCTH M NPUBECTH K BO3HUKHOBEHHIO KPU3HUCHBIX CUTyalUd. AHanu3 cOOpaHHOM CpeacTBaMU
peructpaiuy UHGOPMAIMK MO3BOJIIET BBIABUTH (DAKThI COBEPIICHUS HAPYIIEHUH, UX XapakTep, MOJCKa3aTh
METO/I €T0 pacciieZIOBaHUsI U CIIOCOOBI MOMCKA HAPYLIUTENS U UCTIpaBiieHus cuTyauu. CpeacTBa KOHTPOJIS U
pErUCTpalMy JOJKHBI IPEJOCTABIATh BO3SMOKHOCTH:

— BEJICHMA U aHAJIN3a )KYPHAJIOB PETUCTPALIH COOBITHI 6€30MacHOCTH (CHCTEMHBIX KYPHAJIOB);

— TIOJIYYCHHS TBEPAOW KONUHU (TeYaTH) )KypHaJla PETUCTPALIMHA COOBITUI 0€30TTaCHOCTH;

— YHNOPSIOYCHMSI KYPHAJIOB, @ TAKXKE YCTAHOBJICHHUS OTPaHUUYEHHUI Ha CPOK UX

— XpaHeHHS,;

— ONEpaTUBHOTO OIOBEIICHUS aJMHHUCTpaTopa O€30MacHOCTH O HapyueHusx. Ilpu
perucTpanui COOBITHI 0€30MacCHOCTH B KypHaje IOJDKHA (PUKCHPOBATHCSA CIICIYIOIAs
uHpOpMaLHs:



— JaTa u BpeMsl COOBITHS;
— wuAeHTUPUKATOP CYyOBEKTa, OCYIIECTBIIIONIETO PETHCTPUPYEMOE NEHUCTBHE; ACHCTBUE (THI
JIOCTYTIA).

32. KouTposb 3 (HEeKTHBHOCTH CHCTEMBI 3aIIUTHI.

Konrpons 3ddekTuBHOCTH 3alIMTBI  MEPCOHAIBHBIX JAHHBIX OCYHIECTBISIETCS C  IIEIIBIO
CBOCBPEMEHHOTO  BBISBICHUS © MPEIOTBPALICHUS YTCUKH [EPCOHANBHBIX  JaHHBIX 3a  CYET
HECAHKIIMOHMPOBAHHOTO JIOCTYIA, a TaKXe MPEAYNPEKICHHUs] BO3MOXHBIX CIHEIHAIbHBIX BO3ICHCTBHH,
HANpaBJICHHBIX HA YHUYTOXXCHHE IEPCOHANBHBIX JAHHBIX, pa3pylIeHUE CPEACTB HH(POPMATH3AIIH.
KoHTposb MOXKET MPOBOAMTHCS TIPUBJICKACMBIMHU ISl ATOH 1M OPraHU3aIUsIME, UMEIOIIUMHE JIUIICH3HUIO Ha
3TOT BUJ ICATEIHHOCTH.

Ornenka 3(pGEKTUBHOCTH MEp 3a MIUTHI MEPCOHAIBHBIX JAHHBIX IMPOBOAUTCS C HCIIOJIb30BAaHHEM
TEXHUYECKHUX M MPOTPAMMHBIX CPEICTB KOHTPOJISI HA IPEIMET COOTBETCTBHSI YCTAHOBICHHBIM TPEOOBAHUSIM.



		2021-03-20T08:37:59+0400
	00e65e4bd02a85ccc3
	Директор Борисова О.В.




