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IMOJIUTUKA
B OTHOLIEHHH 00PadOTKH NMEePCOHANBHBIX JAHHBIX B

I'bOY OOLI Ne 4 r. HoBokyii0OblmeBcka

I. O6mue noJsioskeHus
1. TepMuHBI U oTnIpeieNIeHUs
Ilepconanbuble NaHHBIe - Jr00as MHGOPMALKS, OTHOCAMIASCS K HPSIMO MIIH

KOCBEHHO OIpENEIeHHOMY WM OIpenenseMoMy (uindeckoMy Uiy (CyOBeKTy

NEPCOHAJIBHBIX JJAHHBIX ).

Onepatop - ['ocynapcTBeHHOe OroKeTHOE 00IIe00pa30BaTENbHOE YUPEKIEHUE
Camapckoii obnacTu ocHOBHas obuieoOpasoBarenbHas mkoiaa Ne 4 wmmenun WM.
Muponosa ropoga HoBokyiiOblieBcka ropoackoro okpyra HOBOKyHOBIIIEBCK
Camapckort obmactu (ganee - I'BOY  OOIL Ne 4 r. HoBokyiOBIIIEBCKa),

CaMOCTOATCJIPHO HWJIH COBMECTHO C JOpPYTMMH JIHLAMH OpPraHu3yrIiue Hu (I/IJII/I)
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OCYIIECTBIISIOIIME 00OpabOTKy NEPCOHANBHBIX JaHHBIX, a TAKXKE ONPENeIAIOIIUe eI
00pabOTKM MEpPCOHANbHBIX JaHHBIX, COCTaB MEPCOHANBHBIX NAHHBIX, MOJJIEXKAIIIX
00paboTKe, fAeficTBUS (ONepalyi), COBEpIIAEMbIE C IEPCOHANBHBIMY JaHHBIMU.

OO0paboTka mnepcoHaJbHbIX [JaHHBIX - JI00Oe JAelcTBHe (omepalus) WK
COBOKYIIHOCTh JeHCTBUHN (omlepaluii), COBEpIIAaeMBIX C HCIIOJH30BAHHEM CpPEJICTB
aBTOMaTHU3allM{ WU 0e3 UCIOJB30BaHUsl TAKUX CPEJCTB C MEPCOHANBHBIMHU JTaHHBIMH,
BKJIIOYass cOOp, 3amMch, CHUCTeMaTH3allMlo, HAKOIUIEHWe, XpaHeHHe, YTOYHEHHE
(oOHOBNEHME, H3MEHEeHUe), U3BJIeUeH e, UCIIOTb30BaHte, Nepeaady (pacnpocTpaHeHue,
IpeIoCTaBlIeHNe, OCTYI), 00e3TMUnBaHie, OJIOKMPOBaHUE, yJaJleHUe, YHHUTOXECHHE
MIePCOHATTBHBIX JTaHHBIX.

ABTOMaTH3HpOBaHHAasi 00paGoTKa NEPCOHAJbHBIX AaHHbIX - 00paboTka
NEPCOHATIBHBIX JAHHBIX C IOMOIIBIO CPEJICTB BEIUUCITUTEIFHON TEXHUKH.

PacnpocTpaHeHne NepCcOHAJbHBIX AAHHBIX - JCWCTBUS, HAlpaBlIeHHbBIE Ha
pacKpBITHE MePCOHANBHBIX JaHHBIX HEOMpPeAeIeHHOMY KPYTY JIHII.

IIpenocraB/jieHde MepPCOHAJbLHBIX AAHHBIX - JIeHCTBUS, HAIpaBICHHbIE Ha
pacKpbITHE MEePCOHABHBIX JaHHBIX OMpeAeeHHOMY JIUIY WM ONpeleeHHOMY Kpyry
JIHIIL.

BiioknpoBaHHe NepPCOHANbHBIX AAaHHBIX - BpEMEHHOE IpeKpallleHue
00pabOTKH TEepCOHAIBHBIX JaHHBIX (3a MCKIIOUYEHHEM ClIydaeB, ecilu o0paboTka
HeoOXoauMa [Tl yTOYHEHHUS IePCOHABHBIX JIaHHBIX).

YHHUYTOKeHHE NMEePCOHAJbHBIX AAHHBIX - JIEHCTBUSA, B pe3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTH COJEp)KaHUE IEPCOHAIBHBIX IAHHBIX B
UHGOPMAIIHOHHON CHCTeMe TEePCOHANBHBIX NaHHBIX W (WJIM) B pe3yjbTaTe KOTOPBIX
YHUYTOXKAIOTCS MaTepUAbHbIE HOCUTENN IePCOHAIBHBIX JaHHBIX.

O0e3iuYnBaHUE MEPCOHAIbHBIX JAHHBIX - JIEHCTBHS, B pe3yJbTaTe KOTOPBIX
CTQHOBHUTCS HEBO3MOXXHBEIM 0€3 HCIIOJIb30BaHHs JOIOJHHUTENBPHON HHQOpMaLuu
ONpENENUTh IPHHAILIEKHOCTE MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CyOBEKTY
MEePCOHATBHBIX JAHHBIX.

HNHdopmMalHOHHAA CHCTeMa [MEepPCOHAJIbHBIX [JaHHBIX - COBOKYITHOCTD

CoCpXKalIuXCs B Oazax AaHHBIX II€PCOHAJIBHBIX IaHHBIX H O6CCH€LII/IBaIOHII/IX ux
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00paboTKy MH()OPMAIIMOHHBIX TEXHONOTHIA U TEXHUYECKUX CPEMICTB.

Tpaucrpanuynass nepegauya  NepcOHANBHBIX  JAHHBIX -  [epeaaya
IEPCOHANLHBIX JAHHBIX Ha TEPPUTOPHMIO MHOCTPAHHOIO rOCYJAapCTBa OpraHy BIACTH
MHOCTPAaHHOI'0 IOCYJapCTBa, MHOCTPAHHOMY (H3UYECKOMY JIHILy WM HHOCTPAHHOMY
IOPUNYECKOMY JIUILY.

2. HazHaueHue 1 mpaBoBasi OCHOBA JOKyMEHTa

[TonuTka B OTHOIIEHWH TMepCOHANBHBIX MaHHEIX B [BOY  OOII Ne 4
r. HosokyiOpimescka (manee — IlomuTuka) ompenenseT CUCTEMY B3IJISN0B Ha
pobieMy obecniedeHus: 6e30MaCHOCTH MEPCOHANBHBIX JaHHBIX U MIPEACTABISLET cO0O0i
CHUCTEMATH3NPOBAHHOE M3JIOKEHUE LIeNIeld W 3a/ay 3alllUThl, KaK OJHO MM HECKOJIHKO
IpaBuj, MPOLENYpP, NMPAKTUYECKUX IPUEMOB U PYKOBOASILMX IPUHIIMIIOB B 00JacTH
MHGOPMaIlMOHHON Oe30M1acCHOCTH, KOTOphIMH pykoBoicTtByercss [BOY  OOII Ne 4
r. HoBokyiiObllleBCka B CBOEH JesATENBHOCTH, a TaK)Xe OCHOBHBIX IIPHUHIUIIOB
IIOCTPOEHUS, OPraHU3ALMOHHBIX, TEXHOJOIMYECKUX U TMPOLEAYPHBIX AaCIEeKTOB
obecrieueHus: 6€30MaCHOCTH MEePCOHANBHBIX JaHHBIX.

3akoHOHaTeNnbHON OCHOBOM Hactosmieidl I[lomutuku sBisroTcss KOHCTHTYIHS
Poccuiickoit ®@enepauuu, I['paxnanckuii, VYromoBHbli © TpymoBOi KOHEKCHI,
OenepanpHbli 3akoH 0T 27.07.2006 Ne 152-®3 «O nmepcoOHANBHBIX AAHHBIX)», 3aKOHBI,
yKa3bl, IIOCTAHOBJIEHUS, Jpyrue HOPMATUBHbIE JOKYMEHTHl JEHCTBYIOLIETO
3akoHonarenscTBa Poccuiickoir ®enepanun, nokyMeHTel OCTOK Poccuu u OCbH
Poccun.

Hcnons3oBanre naHHOW [lONIMTHKHM B Ka4yecTBE OCHOBBI IS TOCTPOCHHUS
KOMIUIEKCHON CHCTeMBbl WH(GOPMAalMOHHONH OE€30MacHOCTH IEePCOHAIBHBIX JIaHHBIX
I'BOY OOI Ne 4 r. HoBokyHObIlIEBCKa O3BOJIUT ONTHUMU3UPOBATEH 3aTPAThl HA €€
MOCTPOCHHE.

[Ipu paspaborke I[IOJUTHKHM YYUTHIBAIKCH OCHOBHBIE NPHUHLMIIBI CO3JaHUS
KOMILUIEKCHBIX CHCTeM oOecrieueHHus] 0e30MacHOCTH HH(POpPMaIuU, XapaKTEepPUCTUKUA U
BO3MOYKHOCTH OPTaHMU3AllMOHHO-TEXHUYECKUX METONOB U COBPEMEHHEIX allllapaTHO-
MPOTPaMMHBIX CPEJCTB 3alllMTHl W IPOTHBOICHCTBUS yrpo3aM 0e30MacHOCTU

UHpOpMAITHH.



OcHoBHble nonoxenus: [lonutuku 0a3upyrOTCs Ha Ka4eCTBEHHOM OCMBICIEHUU
BOMPOCOB 0€30MacHOCTH MHPOPMAIUU ¥ HE 3aTParuBalOT BOIPOCOB SKOHOMUYECKOTO
(KOJIMYECTBEHHOT0) aHalM3a PUCKOB U 00OOCHOBAHUS HEOOXOAMMBIX 3aTpaTr Ha 3ALUUTY
UHpOpMaIIH.

II. O0BbeKThI 321U THI

3. OCHOBHBIMU O0BEKTaMH CUCTEMbl 0€30MAaCHOCTU IMEPCOHAIBHBIX JAaHHBIX B
['6OY OOIL Ne 4 r. HoBoKy#OBbIIIEBCKA SIBASIOTCS

-  uHGOpPMALIMOHHBIE PECYypChl C OTrPaHUYEHHBIM JOCTYIIOM, COAEpXKalue
NEPCOHAIBHBIE ITAHHEIE;

- Tporeccsl 00pabOTKHM TepCOHATBHBIX HaHHBIX B HH(OPMALMOHHBIX
cucreMax TmepcoHaibHBIX JgaHHbBIX [ BOY OOILl Ne 4 r. HoBokyi#OsleBcKa,
UHQOPMAIMOHHBIE  TEXHOJOTHH, perjiaMeHThl W mpolexypsl cOopa, 00paboTkw,
XpaHEeHUs U nepeaayn UHQopMaluy, NepcoHan  pa3pabOTYMKOB M [10JIE30BaTEIEH
WH(OOPMALIMOHHBIX CUCTEM U 00CTy)KUBAIOIIMI epCOHANT HH(POPMALHOHHBIX CUCTEM,;

- uHbopMalMOHHAas WHGPACTPYKTypa, BKIIOYAIOIIAs CUCTEMBI 00pabOTKU U
aHanu3a WHGOPMAlLMH, TEXHUYECKHEe U TPOrpaMMHBIE CpeACTBa ee 00paboTky,
nepefayd U OTOOpaXKeHHs, B TOM YHCIEe KaHalbl HH(OPMAIMOHHOIO OOMeHa H
TEJIEKOMMYHHUKAIIMK, CHCTEMBI M CpPEACTBA 3alUThl HHGOpPMAalMH, OOBEKTHl M
IOMELIEHHs, B KOTOPBIX PpACMOJIOKEHBl TEXHHYECKWe CpelIcTBa 00paboTku
NIEPCOHATBHBIX JAaHHBIX.

II1. Ilequ u 3agaun obecnevyeHust 6€30MACHOCTH NEPCOHAIBHBIX
AAHHBIX

4. VHTepechl 3aTpardBaeMbIX CyOBEKTOB HH(OPMAIMOHHBIX OTHOLIEHHN
Cyb6bekTaMi WH(QOPMALMOHHBIX ~OTHOLIGHHH TIpu obecredeHHH Oe30MacHOCTH
nepcoHanbHbix AaHHbIX [BOY OOIL Ne 4 r. HoBOKyHOBIIIEBCKA ABIISAFOTCS:

- I'BOY OOII Ne 4 r. HosokyiiObllieBcKa, KaKk COOCTBEHHHK
UHOOPMAIIMOHHBIX PECYPCOB;

- pykoBoactBo u pabotHuku ['BOY OOIL Ne 4
r. HoBOKy#HOBIIIIEBCKA, B COOTBETCTBUH  C BO3JIO)KEHHBIMH HAa HUX QYHKLUAMH,

-  rpaxpaaHe Poccuiickont @enepanuuy, rpaxxaaHe HHOCTPAHHBIX rOCydapCTB U
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auna 6e3 rpaXkJaHCTBa, KOTOPBIM OKa3bIBAIOTCS T'OCYJapCTBEHHBIE YCIYI'HM B cdepe
00pa3zoBaHMUSI.

[Tepeunciennble CyOBEKTh MH()OPMALIMOHHBIX OTHOLIEHMH 3aMHTEPECOBAHEI B
o0ecreueHnH:

- CBOEBPEMEHHOTO JOCTYIa K HEOOXOIUMBIM MM IT€PCOHAIBHBIM AaHHBIM (MX
JIOCTYITHOCTH);

- JOCTOBEpHOCTH (MIOJHOTHI, TOYHOCTH, aJeKBATHOCTH,  I€JIOCTHOCTH)
MEePCOHANIBHBIX JaHHBIX;

- KOH(HIEHIIHATFHOCTH (COXpaHEeHHUs B TaliHe) IEPCOHAIBHBIX

JaHHBIX;

- 3alUTBl OT HABA3BIBAHUS MM JIOXKHBIX (HEIOCTOBEPHBIX, MCKAXKEHHBIX)
NEPCOHAIIBHBIX JAHHBIX;

- pa3sTpaHMYEHHS OTBETCTBEHHOCTH 3a HapyIICHUS HX NpaB (MHTEPECOB) U
YCTaHOBJICHHBIX IIPABIJI OOpaIlleHHs C IEPCOHATBHBIMU TaHHBIMH;

- BO3MOXHOCTH OCYILIECTBJICHHMsS] HENPEpPhIBHOIO KOHTPOJIS H YIpPaBIICHUS
nporeccaMu 00pabOTKH U Iepelauy IEPCOHAIBHBIX TaHHBIX;

- 3aIIUTHI IEPCOHABHBIX JaHHBIX OT HE3AKOHHOT'O PaCIpOCTPAHEHHS.

5. Llenu 3ammuThI

OCHOBHOM LIEJIBO, Ha JOCTHXKEHHE KOTOpPOH HalpaBieHbl BCE IOJIOXKEHHUS
Hacrosimieil [1oJUTHKY, SBIsSETCA 3aluTa CYOBEeKTOB MH(GOPMAIMOHHBIX OTHOIIECHHUM
'BOY OOLI Ne 4 r. HoBokyiOblleBcka OT BO3MOXHOI'O HAHECCHHS MM
MaTepHaTbHOro, (M3MYECKOro, MOPAIBHOrO MM HHOTO yuepoda, MoCpeCTBOM
CIy4alHOrO WJIM I[PEeJHAaMEPEHHOrO BO3JEWCTBUSI Ha IEPCOHANBHBIC NAaHHBIC, HX
HOCHUTEJIH, IIPOIIECCHl 0OpPaOOTKU U IepeladH.

Vka3aHHas IeJdb JOCTHIAeTcs ITOCPEICTBOM OOECIIEYeHUs] W IMOCTOSHHOIO
TIOAJEPIKaHHS CIeTYIOLINX CBOMCTB IIEPCOHATIBHBIX IaHHBIX:

- JOCTYNHOCTH TepCOHAIBHBIX MAHHBIX JUIS JIETalbHBIX II0JIb30BATENCH
(ycToiumBOro (QyHKIMOHMpPoBaHHs MH(bopManuoHHeX cucteM [BOY OO Ne 4
r. HoBoky#OBbIIIEBCKa, P KOTOPOM II0JIb30BATEM MMEIOT BO3MOXKHOCTD IOJTydCHUA

HGO6XOHI/IMBIX NNEPCOHAIBHBIX TaHHBIX WU PE3YJIbTATOB peuieHus 3a1ad 3a NpueMJIEMOC
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11l HUX BpeMs);

- IEJOCTHOCTH M ayTEHTHYHOCTH (MOATBEPXKIEHUE aBTOPCTBA) EPCOHAIBHBIX
JaHHBIX, XpaHUMBIX U 00pabarbiBaeMbIX B MH(OpManuoHHEIX cucTeMax 'BOY OO
Ne 4 r. HoBoky#OBbIIIEBCKa U NTEPEAABAEMOM 110 KaHAJIaM CBSI3H;

-  KOHOUIECHIMATBHOCTH COXpPaHEHUST B TalHE OIpPEIENIEHHOM 4YacTu
TIEPCOHANIBHBIX JIaHHBIX, XPaHUMBIX, 00pabaThIBAEMBIX U IIE€PENAaBAEMBIX IO KaHAJaM
CBSI3U.

HeoOXoauMbIH YpPOBEHb MOCTYITHOCTH, LEIOCTHOCTH M KOHQHIECHIUAILHOCTH
MIEPCOHANBHBIX JaHHBIX 00EeCIeunBaeTCs COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX
yrpo3 METOaMHU U CPEACTBAMHU.

6. OcHOBHBIE 3aJayd CHCTEMBI ObOecrieyeHHs O€30IMaCHOCTH IIePCOHATBHBIX
TaHHBIX.

Tl JOCTHXKEHMSI OCHOBHOM €M 3aIlMTHl U 0OecleveHusl yKa3saHHBIX CBOMCTB
TepcoHANbHBIX JAHHBIX CHCTEMA obecriedeH st HHPopMaInoHHo# GezonacHocti [ bOY
OOIL Ne 4 r. HopokyiOblleBcKa JOMKHA oOecrednBaTh 3(Q(EKTHBHOE pEIICHHEe
CIIEAYIOIIUK 3a/1ay:

- CBOEBPEMEHHOE BBISBJICHHE, OIIGHKA M TPOrHO3MPOBAHUE UCTOYHUKOB YIpO3
MHGOPMAIIMOHHON Ge30MacHOCTH, NPUYHUH U YCIIOBHH, COCOOCTBYIOINUX HAHECEHMIO
yiepOa 3aMHTEPECOBAHHBIM CyObeKTaM HH()OPMAIMOHHBIX OTHOLICHHH, HapyméHI/Ho
HOPMaJIbHOTO (pyHKIIMOHUpOBaHus MH(bopMaruoHHbIX cucteM [BOY  OOLI Ne 4
r. HoBoky#iObIlIeBCKa;

- co3gaHMe MeXaHu3Ma  ONEepPaTUBHOIO  pearMpoBaHMs Ha  yIpoO3bl
0e30IacHOCTH HHGOPMAIMK U HETaTUBHEBIE TEHACHIUY,

- co3zaHHe YCIIOBHMIl IS MHHMMH3ALMA 1 JIOKAIU3aIlii HAHOCUMOTO yiuep0a
HeNPaBOMEPHEIMU  JIeHCTBUSIMYU (DU3MYECKHX W IOPMIMYECKUX JIML, OClabieHHe
HEraTUBHOTO BIHMSHHUS ¢ JIMKBMIALWS [IOCJIEACTBUM HapylleHHs O0€30MacHOCTH
UHQOpMaLWY;

- 3ammTy OT  BMelIaTeJqscTBA B HpoHecC  (QyHKIMOHHPOBAHHS
MHGPOPMALHOHHBIX CUCTEM [BOY OOILI Ne 4 r. HoBOKyHOBIIIEBCKA

MOCTOPOHHUX JIMILI;



- pa3rpaHUYeHHE JOCTYTIa Mojb3oBareeil K HHPOPMaLMOHHBIM, allllapaTHEIM,
nmporpaMMHEBIM U HMHBIM pecypcam I'BOY — OOLI Ne 4 r. Hosoky#OslleBcka
(BO3MOXXHOCTh IOCTYNa TOJBKO K ~ TEM pecypcaM U BBINOJHEHMS TOJIBKO TEX
Olepaludii ¢ HHMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM IOJB30BATEIAM  JULA
BBLIIIOJIHEHMST ~ CBOMX  CIIy)K€OHBIX  OOS3aHHOCTEH), TO  €CTh  3alUTy  OT
HECAHKIIMOHHPOBAHHOTO JOCTYTIA;

- 3amMTy OT HECAaHKIHOHMPOBAHHON MOJU(QHKAIMK HKCIONB3YeMbIX B
nHbopmanronroi cucreme IBOY OOIL Ne 4 1. HoBoky#ObIleBCKa IPOrpaMMHBIX
CPEJCTB, a TAKXKE 3allUTy CHUCTEMbl OT BHEJPEHHUsS HECAHKIIHOHMPOBAHHBIX MPOrpaMM,
BKJIFOYasi KOMITBFOTEPHBIE BUPYCHI;

- 3amyTy WHQOpPMALUWK OrPAaHUYEHHOIO IIOJIB30BAHUS OT YTEYKH IIO
TEXHUYECKHMM KaHajlaM MpH ee 00paboTKe, XpaHEHUH U Iepeaye 1Mo KaHanaM CBS3H.

7. OCHOBHBIE ITyTH PEICHUS 3a1a4 CUCTEMBI 3alUThI

[TocTaBlieHHblE OCHOBHBIE II€JIM 3aIIUThl U PELICHHE IEPCUUCTICHHBIX BBIIIE
3a/1a4 TOCTUTAIOTCS:

- CTpOTHM YYeTOM BCeX MOIEKAIMX 3alllUTe PECypcOB MH(QOPMAIMOHHOH
cuctemsl TBOY OOILI Ne 4 1. HoBokyi#tObImeBcka (MHGOpMAaIKy, 3a/1a4, TOKYMEHTOB,
KaHAJIOB CBSI3H, CEPBEPOB, ABTOMATH3MPOBAHHEIX pabouMX MecCT);

- [IONHOTOW, peanbHOM  BBIIOIHHUMOCTBIO ¥  HENPOTUBOPEYHUBOCTHIO
TpeGOBaHUIl OPraHU3alMOHHO-PACTIOPSTUTEIBHBIX  JOKYMEHTOB I'bOY OOIL Ne 4
r. HoBoKy#6bimeBcKa 1o BorpocaM obecredenrs 0e301MacHOCTH HHPOpMaLUY;

- TIOATOTOBKOM JOIDKHOCTHBIX JHIl (paOOTHHMKOB), OTBETCTBEHHBIX 32
OpraHW3alMI0 M OCYIIECTBICHHE NPAKTHYECKUX MEPOIpPHUATHH 10 00eCTIeueHUIO
6e30MaCHOCTH MIePCOHATBHBIX IAHHBIX U IIPOIIECCOB MX 00paboTKH;

- HajeneHWeM  Kaxgoro  paboTHuka  (TONB30BaTENs) — MUHUMAJBHO
HeOGXOMMMBIMH JUIS BBIIONHEHHS MM CBOMX (YHKIHOHANBHBIX OOs3aHHOCTEH
[TOJTHOMOYHSMM IO HOCTYIy K uH(OopManmoHHBIM pecypcam I'BOY  OOII Ne 4
r. HoBOKyHOBIILIEBCKA,

- YeTKMM 3HAHHEM M CTPOIMM COOJIOAEHHEM BCEMH IOJb30BATEISIMU

unpopmanronHsIx cucteM TBOY  OOI Ne 4 r. HosokyiibprmeBcKa TpeOoBaHUMI
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OpraHU3alIMOHHO-PACIIOPSAUTEBHBIX JOKyMEHTOB II0 BOIpocaM o00OecredeHus
0e30macHOCTH HH(POPMAIIUH;

- NEPCOHAIBLHOM OTBETCTBEHHOCTBIO 33 CBOM JEHCTBUS KaXI0ro pabOTHHKA, B
paMKax  CBOMX  (DYHKLMOHAJIBHBIX  OO0S3aHHOCTEM  HMMEMIEro  JOCTYNm K
nH(popMaLuoHHBIM pecypcam ['BOY OOIILI Ne 4  r. HoBOKyHOBIIIIEBCKA,;

- HENPEpBIBHBIM IOJJAEPKaHUEM HEOOXOJUMOIro YpOBHS 3allUIIEHHOCTH
aneMeHTOB UH(popmarmonHo# cpensl [ BOY OOI Ne 4 r. HoBoKy#iOBIIIIEBCKa,;

- IpUMEHEHUWEeM (U3NYECKUX M TEeXHHYECKHX (IpOorpaMMHO-aInapaTHbIX)
CPEICTB 3allUThl PECYpPCOB CHCTEM M HETPEPBIBHOM aIMHUHHCTPATUBHOM IOAECPKKOM
UX UCTIOJIb30BaHUS,;

- 3(QQexTUBHBIM  KOHTpOJEM HaJ  COOJIOEHHEM  IIOJIb30BATEIIMH

MH(GOPMALIMIOHHBIX pecypcoB I'BOY OOII Ne 4 r. HoBokyitObleBcka
TpeOoBaHul M0  obecrneueHHIo 6e30MacHOCTU HH(OpMaLUK;

- ropunumdeckoit 3amutoi wHTepecoB ' BOY OOII Ne r. HoBoky#iOsimeBcka
IpH B3aUMOJAEHCTBHM C BHEIIHMMH OpraHW3aldsAMH (CBSA3aHHOM C OOMEHOM
NIePCOHAILHBIMHA JTAHHBIMHU) OT MPOTHUBONPABHBIX  JEHCTBHHM, Kak €O CTOPOHEI
OTHX OpPraHU3alfif, TaAK ¥ OT HECAaHKUHNOHUPOBAHHBIX IEHCTBUHA 00CITYyKMBAIOLIETO
nepcoHalia ¥ TPEThUX JIUIL.

IV. OcHOoBHbIE NPHHIHUIILI TOCTPOEHHS CHCTEMbI 0€30I1aCHOCTH
NepcoHANbHbIX JaHHBIX

8. IToctpoenne cuctembl obecriedeHUss OE30IACHOCTH IEPCOHAIBHBIX NaHHBIX
IBOY OOHI Ne 4 r. HoBokyiiOblmeBcka, U €€ (QPYHKIHMOHUPOBAHHE OJDKHBI
OCYIIECTBISATHCS] B COOTBETCTBUH CO CIIEAYIOIIUMHI OCHOBHBIMH ITPUHITATIAMHU:!

- 3aKOHHOCTb;

- CHCTEMHOCTSE;

- KOMIUIEKCHOCTH;

- HeNpepBIBHOCTE;

- CBOEBPEMEHHOCTB;

- [PEEeMCTBEHHOCTb U HENPEPBIBHOCTH COBEPIICHCTBOBAHHUA,

- pasyMHas JOCTaTOYHOCTH (3KOHOMHUECKAS 1[eIecO00pa3HOCTh);
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- IepcoHalbHas OTBETCTBEHHOCTD;

- MHUHMMHM3ALHUS TOJHOMOYUIA;

- HCKIIOYeHMe KOH(IMKTa HHTEPECOB;

- B3aUMOJIEHCTBHE U COTPYIHHUECTBO;

- THOKOCTb CHCTEMBI 3alllUTHI;

- OTKPBITOCTH QJITOPUTMOB ¥ MEXaHU3MOB 3aILUTHI;

- IpOCTOTa NPUMEHEHUSI CPEACTB 3aLLUTHI;

- 000CHOBaHHOCTb U TEXHUYECKAs PEATU3yEMOCTD;

- creuyanuzaius U IpoQeccroHaIn3M;

- 00s3aTeNIbHOCTH KOHTPOJIS.

9. 3aKOHHOCTH

[peanonaraeT ocyecTBICHUE 3AIIUTHBIX MEPONIPUITUI U pa3pabOTKy CUCTEMBI
OesomacHocTH mepcoHanbHbIX JaHHBIX [BOY OO Ne 4 r. HoBokyHObIeBCKa B
COOTBETCTBHH C JAEHCTBYIOIINM 3aKOHOAATEIECTBOM B 00JACTH 3aIUTHI IEPCOHANBHBIX
JIAHHBIX, 4 TAKXKE IPYIMX 3aKOHOAATENIbHBIX aKTOB 110 Oe30mnacHocT nHpopmanuu PO,
C TMpPUMEHEHHWEM BCEX [O3BOJICHHBIX METONOB OOHApyXeHHs U MpPECEUCHHUs
MpaBOHAPYIIEHUH mpu paboTe ¢ IMepCOHANbHBIMU JaHHBIMH. IIpHHSTBIE MepBI
0e30IIaCHOCTH IEPCOHAIBHBIX JaHHbIX HE JOJDKHBI IPENATCTBOBATH  JOCTYITY
IIPAaBOOXPAHUTEIBHBIX OPTAaHOB B NPEIYCMOTPEHHBIX 3aKOHOJATEILCTBOM ClTydasiX.

Bce monezoBatenu uHbopManuoHHON cuctemsl [BOY OOl Ne 4
r. HoBokyiOblllieBCka MOJDKHBI WMETh IpEACTaBlIeHHEe 00 OTBETCTBEHHOCTH 32
IpaBOHAPYIIEHUS B 00J1acT 00pabOTKK NEPCOHANBHBIX JaHHBIX.

10. CucremHOCTB

CHCTeMHBIH MOIXOM K IOCTPOEHHIO CHCTEMBI 3almuThl HHGopMmauuu B I'BOY
OOII Ne 4 r. HoBokyiOblllieBCKa IpeANoyiaraeT yd4eT BCEX B3aWMOCBSI3aHHBIX,
B3aMMOJIEHCTBYIOIIMX ¥ M3MEHSIOIIUXCS BO BPEMEHH 3JI€MEHTOB, YCIOBUH U (aKTOpOB,
3HAYMMBIX [JI8 [OHUMAHMS M pelleHus MpoOiieMsl obecnedeHus 0e30MacHOCTH
TIEPCOHABHBIX IaHHBIX.

IIpy cO3@HKMK CHCTEMBI 3allMThI JOJDKHBI YUUTBIBATBCSA BCe Clabble ¥ Hamboee

ys3BEMBIE MecTa nHpopmannonHo# cuctembl [BOY OOI Ne 4r. HoBoky#ObiieBcka,
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a TaK)Ke XapaKTep, BO3MOXXHBIE OOBEKThl M HallpaBJICHHUS aTak Ha Hee CO CTOPOHBI
HapymuTened (0CO0eHHO BBHICOKOKBATU(GHIIMPOBAHHEIX 30yYMBIILIEHHAKOB). CrucTema
3alUTHl JIOJDKHA CTPOMTBCS C Y4YETOM He TOJIBKO BCEX M3BECTHBIX KaHAJIOB
IIPOHUKHOBEHUS! U HECAHKIIMOHMPOBAHHOTO AOCTyNa K WH(OpMAlUU, HO U C y4ETOM
BO3MOXXHOCTH IIOSBJICHUS IPUHIUOMAIBHO HOBBIX MyTeWd peajgu3alldd yrpo3
0e30MacHOCTH.

11. KomrmiekcHOCTh

KoMmmiekcHoe HCIonb30BaHWE METOJOB U CPEICTB 3allUThl KOMITBIOTEPHBIX
CHCTeM IpeAdrojaraeT CcoNIaCOBaHHOE IPUMEHEHHEe pPa3sHOPOIHBIX CPEACTB IIpU
IIOCTPOEHUH LEJOCTHOM CHCTeMBl 3alllUThl, IMEPEeKpPHIBAIOIIel BCE CYyIIECTBEHHBIE
(3HaYKMMBbIe) KaHaJbl pealu3aldd Yyrpo3 U He cojepxkamield ciabbIX MecT Ha CTBIKaX
OTIENbHBIX €€ KOMIIOHEHTOB. 3allluTa AO0JKHA CTPOUTHCS 3IIEIOHUPOBAaHO. BHeEIIHs
3alUTa AOJDKHA oOecrednBaThCsl (PU3UUECKUMM CPEICTBaMHU, OPraHU3aLMOHHBIMU H
IIPaBOBBIMU MEPaMHU.

12. HenpeppIBHOCTH 3aLUUTHI

ObecrneueHne  0€30MaCHOCTM  MEPCOHANBHBIX  JAHHBIX  —  MIPOLECC,
ocymiecTBIsieMblii  pykoBoautesem [BOY  OOILL Ne 4 r. HoBokyHObIIeBCKa,
aJIMHHUCTPATOpaMH 0e30MaCHOCTU WH(POPMAIMOHHO! cucTeMbl U paboTHuKamu I'BOY
OOII Ne 4 r. HoBoky#ObIllieBcKka BCEX YpOBHEW. JTO HE TOJBKO M HE CTOJBKO
Ipollefypa WM TMOJHUTHKA, KOTOpas OCYILECTBISETCS B OINPENENEHHBIM OTPE30K
BPEMEHH WM COBOKYITHOCTH CPEJICTB 3allUTHI, CKOJIBKO IIPOIECC, KOTOPBIA JOJDKEH
TIOCTOSIHHO MATHU Ha Bcex ypoBHaX BHyTpr [BOY OOII Ne 4 r. HoBoKy#OBIIIEBCKA U
kaxapii pabotark [BOY OOIL Ne 4 r. HoBokyHObIIEBCKA JO/DKEH MPHHAMATH
yyacTHe B O3TOM Tmporecce. JlesTeqbHOCTh MO 00eCTeYeHnI0 HMHGOPMALHOHHOM
6e30MacHOCTH ABJISETCS COCTABHOM YacThio nmoBceaHeBHoM gestensHocT [ BOY OOILI
Ne 4 r. HoBokyitOsimeBcka. 1 ee 3¢ (heKTUBHOCTh 3aBUCUT OT y4acTHsl PYKOBOIUTEILA
I'BOY OOII Ne 4 r. HopokyiiGsiieBcka B OOecHeueHUH HH(OPMAIMOHHON
0€30MMacHOCTH MEePCOHANBHBIX JAHHBIX.

Kpome Toro, GOJMBIIMHCTBY (U3UUECKHX M TEXHHYECKUX CPEACTB 3aLUUTHI IS

5p(PEKTUBHOrO  BHIMOJHEHHWs  CBOMX  (GYHKIMH  HeoOXoguma  ITOCTOsSHHAs
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OpraHM3alMoHHas (aAMUHHCTpPATHBHAs) MOJJEPXKKa (CBOEBpEMEHHas CMEHA |
obecrieueHre  NPABANGHOrO  XpAaHEHWs W  [PUMEHEHHs  WMeH,  IapoleH,
nepeonpeieNieHre MOIHOMOuH i T.I.). [lepepbiBel B paboTe CPEICTB 3alIUTBI MOTYT
OBITh KCIIOJIG30BAHBI 3JOYMBIIUIEHHUKAMU IS aHallki3a TNPUMEHAEMBIX METONOB M
CPEICTB 3alATBI, IJI BHEIPEHHMs CIEUHMAIbHBIX IIPOrPAMMHBIX H  aIlllapaTHBIX
"3aKMaJoK" ¥ IPYTrUX CPEACTB IPEOAOJICHHUS 3aLUTEI.

13. CBOEBpEMEHHOCTh

IIpennonaraer yNpekKIAOUMii XapakTep Mep OO€CIedYeHHs O0e30MacHOCTH
IIEPCOHAIBHBIX JAaHHBIX, TO €CTh IIOCTAaHOBKY 3aia4 o KOMIUIEKCHO! 3all|Te
epCOHATBHEIX JAHHBIX M Pealld3aliio Mep obecredenus 6e30ImacHOCTH MEPCOHATBHBIX
JAHHBIX Ha PAHHMX CTaAUsX pa3paboTKu MHMOPMANHOHHBIX CHCTEM B LEIOM H HX
CHCTEM 3all[UThl, B YaCTHOCTH.

Pa3paboTka CHCTEMBI 3aILUThI JOJDKHA BECTUCh IMApalIEIbHO C pa3paboTKON H
pa3BUTHEM CaMOM 3alliIaeMoil HH(MOPMALMOHHOH CHCTEMOH. DTO TO3BOJUT y4YECTh
Tpe6oBaHKs GE30MACHOCTH NPH NIPOEKTUPOBAHUH apXUTEKTYpPBI U, B KOHCTHOM CHETE,
co3naTh Gosee >¢¢eKkTHBHBIE (Kak IO 3aTparaM pecypcoB, TaKk H IO CTOMKOCTH)
CHCTEMBI, 00JIaZaloIIKe JOCTATOYHBIM YPOBHEM 3aIAIICHHOCTH.

14. TIpeeMCTBEHHOCTb M COBEPIICHCTBOBAHHE

[IpennonaraerT IOCTOSIHHOE COBEPIICHCTBOBaHHE Mep M CPEICTB 3allUThI
IepCOHANBHBIX JAHHBIX HA OCHOBE IIPEEMCTBCHHOCTH OpraHM3allMOHHBIX U
TEXHWYECKAX  pelleHHi, KaIpoBOrO COCTaBa, aHamu3a (QYHKIHOHMPOBAHHSA
ua(opMaruonHex cucreM TBOY  OOI Ne 4 r. HoBoky#HObiieBcka ¥ CHCTEMBI €€
AIMTHl C YYETOM W3MEHeHHHl B MeToJax M CpeJCTBaX Iepexsara MH(OpMAIWH,
HOPMAaTHUBHBIX TpeOOBaHMH MO 3aIUUTE, JOCTUTHYTOTO OTEUECTBEHHOTO U 3apy0eKHOr0
OIBITa B 3TOW 00J1aCTH.

15. PasymHas JOCTaTOYHOCTb (IKOHOMUIECKAs 11€]1eC000pa3HOCTD)

[IpenmonaraeT COOTBETCTBUE YPOBHs 3aTpaT Ha obecreveHue Oe30macHOCTH
MIePCOHANIBHBIX ~JAHHBIX LEHHOCTH MH()OPMAUMOHHBIX PECYpCOB W BEIUYHHE
BO3MOXHOIO yimiep6a OT HX pas[ilalleHus, YTpaThl, YTEYKH, YHHYTOXCHUA H

uckaxeHus. Vcmone3yeMele Mepsl M CpeicTBa obecredeHHs —0e30IacHOCTH
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MH(QOPMALIMOHHBIX PECYpCOB HE JOJDKHBI 3aMETHO YXYAILIATh JPrOHOMHUYECKHUE
nokasareiau paboTel KOMIIOHEHTOB HHpopmauronHoi cuctemsl [BOY OOII Ne 4
r. HoBokyiiOnbIieBcka.

16. IlepcoranbHast OTBETCTBEHHOCTh

[IpenrnonaraeT BO3JIOXKEHHE OTBETCTBEHHOCTH 3a obOecreueHHe O0e30MacHOCTH
EPCOHAIIBHBIX IAHHBIX M CHCTEMbl UX 06pabOTKH Ha KaXJOro paGOTHHKA B Mpeienax
€ro IIOJHOMOYHMH. B COOTBETCTBMM ¢ O3THMM NPUHUUIIOM paclpefesieHue IpaB U
00s13aHHOCTE! pabOTHUKOB CTPOWUTCS TakuM oOpa3oM, 4YTOOBI B cCilydae JHOO0OTO
HapyLIEHUs KPYT BUHOBHUKOB OBLT YE€TKO U3BECTEH UJIH CBEICH K MUHUMYMY.

17. MunuMu3auus noJIHOMOYHUN

OsHauaer mpenoCTaBiIeHHE IMOJH30BATENSIM MHUHHMAIBHBIX MpaB JOCTyIa B
COOTBETCTBUM CO CIIy)XeOHOU HeoOXomumocThio. JIOCTynm K NepcOHANbHBIM JaHHBIM
JIOJDKEH MPeNOCTaBIsSThCS TOJNBKO B TOM Ciiydyae U oOBeMe, eclid 3TO HeoOX0AuMO
paOOTHUKY IJIs BBITIOJIHEHHUS €ro JODKHOCTHBIX 00sI3aHHOCTEH.

18. HckiroueHue KOHGMIMKTa UHTEpeCcOB (pa3aeneHue QyHKIui).

DdodextiBHas cucTeMa obecredeHuss HWHGOPMALMOHHOW  6e30IacHOCTH
IpeArnoyiaraeT dYeTKoe pasfelieHHe oO0s3aHHOCTedt pabOTHUKOB M HCKIIOYEHHE
cUTyaluid, koraga cdepa OTBETCTBEHHOCTH pabOOTHHKOB [JOIyCKaeT KOHQUIUKT
uHTepecoB.  Cdepbl  NOTEHIMATBHBIX  KOHQUIMKTOB  JOJDKHBI  BBISBIISTBCS,
MUHHUMHU3UPOBATHCS, U HAXOJUTCS O] CTPOTUM HE3aBUCUMBIM KOHTposieM. Peanusanus
JaHHOTO TIPHHIIMIIA [PEAIoJiaraeT, YTO HHU OAWH paOOTHHK HE [OJDKEH HMETh
MIOJTHOMOYHM, MO3BOJISIONINX €My €IMHOJIMYHO OCYIIECTBISATH BBIIIOJHEHHE KPUTUYHEBIX
onepanuii. Hajmenenve paGOTHUKOB IOJHOMOYHSMH, IOPOXKAAIOIMIMMHE KOHMIUKT
HHTEPECOB, JaeT eMy BO3MOXXHOCTh MOJTACOBBIBATh HH(OPMALMIO B KOPBICTHBIX LENIIX
WM C T€M, YTOOBI CKPBITh MPOOJIEMBI WIA NMOHECEHHBIE YOBITKU. [l CHU)KEHHMS PHCKa
MaHHUITYJIMPOBaHUS MMePCOHATBHBIMYA JaHHBIMU M PHUCKa XUILEHUS, TAaKAE ITOJIHOMOYHS
JOJDKHBEI B MaKCHMaJIbHO BO3MOXKHOW CTETIeHU OBITh pa3[eleHbl MEXIY pPa3InYHBIMU
pabotaukamu ['BOY  OOILl Ne4 r. HookyiiObrmescka. HeoOxoaumo NpOBOAXTH
TIEpHOJNYECKHE TPOBEPKH O0O0S3aHHOCTEH, (YHKIUH M JACATENbHOCTH PabOTHHKOB,

BBITNIOJTHAOININX KIHOYEBBIC (‘byHKHI/II/I, C TEM, YyTOObl OHHM HE HMEJIH BO3MOXHOCTH
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CKpBIBaTh COBEPLICHUE HEMPaBOMEPHBIX AelicTBUi. Kpome Toro, HeoOxomumo
IIPUHUMATE CIIELMAIbHBIE MEPBI 10 HEOMYIIEHUIO CTOBOpa MEX Iy pabOTHUKAMHU.

19. BzaumopneicTBre U COTPYJHUUECTBO

IIpenmnonaraer co3maHue OnaronpusaTHON arMmocdepsl B KoswiektuBe ['BOY
OOII Ne 4 r. HosokyiiObimeBcka. B Takoif 00CTaHOBKE PabOTHHUKH JIOJIKHEI
OCO3HAaHHO COOJIIOAaTh yCTaHOBJCHHBbIE TIpaBWJia MW  OKa3blBaTh COAEWUCTBHE
JEeATENIbHOCTA  aJIMUHHUCTPATOpoB  Oe30MmacHOCTH  WH(DOPMAIMOHHBIX  CHCTEM
NEPCOHAJIBHBIX JaHHBIX.

BaxHbiM 23nemMeHTOM 3GGEeKTUBHOW cUCTeMBl obOecredeHus 0e30macHOCTH
nepcoHabHBIX JaHHBIX B I BOY OOIL Ne 4 r. HoBoky#OBIIIIEBCKA SBISETCS BBICOKAS
KynbTypa paboTtel ¢ wuHpopmauued. PykoBomctso I'BOY OO0l Ne 4
r. HoBokyHObIIIeBCcka HeceT OTBETCTBEHHOCTh 3a CTPOroe COOIOACHHE STUYECKHX
HOPM M CTaHAapTOB MpOo(eCcCHOHAIBFHOW [eATEeNbHOCTH, IOMYEpKHUBAIOIIEH U
NEMOHCTPUPYIOIIEH TMepcoHaly Ha BCEeX YPOBHAX BaXHOCTh oObOecredeHus
uHdopmannonHoit OeszomnacHoct ['BOY OOIIl Ne 4 r. HosokyiiOsimeBcka . Bcee
pabotHuku 'BOY OOIL Ne 4 r. HoBokyiiObIieBcka HOKHBI IOHUMATh CBOIO POJIb B
npolecce obecneueHus HHGOPMALMOHHON O€30MMaCHOCTH U MPUHUMATh y4acTHUE B 3TOM
npouecce. HecMoTps Ha TO, 4TO BBICOKas KyJbTypa obecreueHus HHQOPMalMOHHON
0e30macHOCTH He TapaHTUPYEeT aBTOMATHYEeCKOTO NOCTUXKEHHUS LeNied, ee OTCYTCTBHE
co3maeT OOJIbIlle BO3MOXKHOCTEM JJIsl HapyIIeHUs 0e30MacHOCTH WM He 0OHapy)KeHUs
(bakTOB ee HapyIIEHHUS.

20. T'uOKOCTH CUCTEMBI 3ALUTHI

CucreMa obecreueHnst HHPOPMAIIMOHHOM 0€30MacHOCTH JOKHA OBIThH CIIOCOOHA
pearupoBaTh Ha U3MEHEHHs BHEIIHe# cpenpl U ycinosuil ocymectsinenus [ 5OY OOILL
Ne 4 r. HoBokyiiOBbIIIIEBCKa CBOSH NEATEIFHOCTU. B YHCIIO TaKMX U3MEHEHUH BXOJIAT:

- W3MeHeHHMs OpraHW3alMOHHON W mTaTtHOU cTpykTypsl [ BOY OOI Ne 4
r. HoBokyiOBIlIEeBCKa;

- W3MEHEHHE CYIIeCTBYIOUIMX WJIM BHEIPEHHWE IPHUHLUIIHAAIBHO HOBBIX
MHPOPMALIMOHHBIX CUCTEM;

- HOBBIC TCXHUUYCCKHE CPCACTBA.
13



CBoMCTBO THOKOCTH CHUCTeMBI obecriedeHHss WHGPOPMALUOHHON 6e30MmacHOCTH
W30aBJIsSeT B TAKUX CUTYALHUSIX OT HEOOXOAMMOCTH MPHUHATHS KapIUHAIBHBIX MEp IO
TIOJIHOM 3aMeHe CpeACTB M METOJOB 3allUThl HA HOBBIE, YTO CHMXKAeT ee OOIIyio
CTOUMOCTb.

21. O6GOCHOBaHHOCTH U TEXHHYECKas peali3yeMOCTh

MudopmManOHHBIE TEXHOJOTHH, TEXHWYECKHe W MPOrpaMMHBIE CpPEICTBa,
CpeACTBa U MEPBI 3alUTHl IEPCOHAJIBHBIX JI@HHBIX JOJDKHBI OBITH pealn30BaHBl Ha
COBpPEMEHHOM YpPOBHE Da3BUTHUS HAyKH U TEXHUKH, OOOCHOBaHBI C TOYKH 3PEHHUS
JNOCTHKEHHs] 3aJaHHOTO YPOBHS 0e30MacHOCTH HHGOpPMAlUUd M 3KOHOMHUYECKOH
1e1ecCO00Pa3sHOCTH, a TaKKe IODKHBI COOTBETCTBOBATh YCTAaHOBJIEHHBIM HOpMam H
TpeOOBaHUAM 110 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

22. Cneunanuzainus U npodeccuoHaIn3m

[Ipenmnonaraer mpuBiedeHNe K pa3pabOTKe CPEACTB U pealu3alliid Mep 3allUThI
HEePCOHAIBHBIX TaHHBIX CrielIMalIU3UPOBAHHBIX opraHu3alui, Haubonee
IOATOTOBJIEHHBIX K KOHKPETHOMY BHJy AEATENBHOCTH 10 00eCleYeHnI0 0€30MacHOCTH
MHQOPMALIMOHHBIX  PECypCcOB, HMEIOIIUX ONBIT  MpaKTHYecKod paboTel U
rOCyAapCTBEHHYIO JIMIIEH3UIO Ha MPaBO OKa3aHUs yCIyT B 3TOW o0nacTé (JMLEeH3UaThI
OCTOK Poccum u OCBH Poccum). Peanuzammss agMHUHUCTPATUBHBIX MeEp H
JKCIUTyaTallusl CpPEACTB 3allUThl JOJDKHA OCYIIECTBIATHCA MPO(ECCHOHAIBHO
noarotoBieHHbIMU paboTHukamu ['BOY OOl Ne 4 r. HoBokyiiOsimeBcka
(agMHUHHUCTpaTOpamMu  0e30MacHOCTH UH(QOPMALIMOHHBIX CHUCTEM IEPCOHAIBHBIX
JAHHBIX).

23.  OO0s3aTenbHOCTH KOHTPOJISA

[Ipeanomnaraer 00A3aTeNbHOCTh U CBOEBPEMEHHOCTDH BBIABICHHS U IPECEUCHUS
IONBITOK ~ HapyIIeHWS YCTAaHOBJIEHHBIX MpaBWi, obecredeHus Oe30MaCHOCTU
MepCOHAIBHBIX JT@aHHBIX, Ha OCHOBE HCIIOJNB3YEMBIX CHCTEM U CpPEICTB 3allUThI

MePCOHAIBHBIX TaHHBIX, IPU COBEPLICHCTBOBAHUH KPUTEPHEB U METOAOB OLIEHKU
3G GEKTUBHOCTH 3TUX CUCTEM U CPEJICTB.

KoHTpoub 3a 1eATeNbHOCTHIO JIF0OOr0 M0JIB30BATENS], KaXKIO0T0 CPENCTBA 3aIUThI

U B OTHOIIEHHWH JI000ro o0BeKTa 3alIUTBl OOJDKCH OCYHIECTBIIATHCA Ha OCHOBE
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IIPYMEHEHMS CPEJICTB OIIEPATUBHOIO KOHTPOJISI M PETUCTPAIMU U JOJIKEH OXBaTHIBATh
KaK HeCaHKLIIMOHUPOBAHHEIE, TAK U CAHKLIMOHUPOBAHHBIE IEUCTBHUS MTOJIb30BATENEH.
Kpome Toro, oddexktuBHas cucrema oOecrnedeHUuss HHPOPMAIOHHOM
OesomacHocTH TpeOyeT HalIWuMs aJeKBaTHOW W BceoObeMytiomedl WHGOpMaIWH O
TEKYIIEM COCTOSIHUM IPOLECCOB, CBA3aHHBIX C ABMKEHUEM MHPOPMALIMKA U CBEICHUN O
COOJIIOZIEHUM YCTAaHOBJIEHHBIX HOPMATUBHBIX TpeOOBaHUH, a TaKkke HOMOJHUTEIbHOMN
uHpoOpMallK, HMEIOLIell OTHOIIeHHe K MPUHATUIO perneHuil. MHGpopManus nomkHa
OBITH HAJIE)KHOW, CBOEBPEMEHHOMU, JOCTYITHOW U MPaBUILHO O()DOPMIIEHHOM.
Henocratku  cuctemsl  obecrieueHuss HHGOpPMAalMOHHOW  Ge30MacHOCTH,
BeIsiBIIeHHBIe paboTHukamMu ['BOY  OOIIl Ne 4 r. HoBokyiObIlIeBCKa IOJKHBI
HEMEJJIEHHO JIOBOJMThCS OO CBeleHHs naupektopa [BHBOY OOl Ne 4
r. HoBoky#ObIlIeBCKa U OIMEpPaTHBHO YCTPaHSATHCS. BOMpOChl, KOTOpbIE KaKyTCs
HE3HAUMTEJIbHBIMHK, KOTJla OTHEJIbHBIE IPOLIECCHl PAacCMATPUBAOTCA H3OJIUPOBAHHO,
IpU pACCMOTPEHUM HX Hapsay C JpPyTMMH aclleKTaMd MOIyT YyKa3aThb Ha
OTpHLaTeILHBIE TEHACHIINH, MPO3SLIHe epepacTy B KPYIIHbIE HEIOCTATKH, ECIIM OHH HE

OyIyT CBOEBPEMEHHO yCTPaHEHBI.

V. Mepbl, MeTOAbI H cpeacTBa obecneveHust TpeOyeMoro ypoBHs 3alllHThI

nHGOPMALMOHHBIX pecypcoB

24. Mepsb! obecrieueHust UHGOPMAIIMOHHON 0€30I1aCHOCTH

Bce Mephl obecriedenus 6e3omacuocty HHGopMannoHHEIX cucteM I'BOY  OOIII

Ne 4 r. HoBokyiiOblleBcKa MoApa3AelIstoTCs Ha:

- TpaBOBbIE (3aKOHOMATENbHBIE);

- MOpaJbHO-3TUYECKHUE;

- TeXHOJIOTHYECKHUE;

- OpraHM3alMOHHBIE (aIMUHUCTPATUBHBIE);

- (usHn4eckue;

- TexHHYecKue (ammapaTypHble U IPOrpaMMHEIE).

24.1. 3akoHOoaaTebHbIE (TIPAaBOBbIE) MEPHI 3AIUTHI

K IIpaBOBBIM ME€paM 3alllUTbl OTHOCATCS ,Z[GﬁCTB}’IOH.IPIC B CTpaHC 3aKOHBI, YKa3bl
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M HOPDMAaTHBHBIE aKTbl, PErIaMEHTHPYIOLINE MpaBUiia OOpalleHusl ¢ IePCOHANLHBIMU
JaHHBIMH, 3aKpeIUIAIOle IpaBa U OOS3aHHOCTH YYACTHUKOB WHGOPMAIMOHHBIX
OTHOWIEHMH B Ipolecce UX 00pabOTKU ¥ HCIONBb30BAHUS, & TAKXKEe YCTAHABIMUBAIOLIKE
OTBETCTBEHHOCTH 32 HapyIIEHUs 3TUX IpaBui. [IpaBoBbIe MepEI 3alIUTEI HOCAT B

OCHOBHOM  YNPEeXJAIOIIWK, NPOQUIAKTUYECKUN  XapakTep ©  TPeOyIoT
IIOCTOSIHHOM Pa3bsCHUTENBLHON PabOoThI ¢ MOJIB30BATENIAME HHPOPMAIIMOHHON CUCTEMBI
I'bOY OOILI Ne 4 r. HoBokyiiOBIIIEBCKA.

24.2. MopallbHO-3THYECKHE MEPEI 3aLUThI

K MopanbHO-3THYECKUM MepaM OTHOCSATCS HOPMBI TIOBEIEHMS, KOTOpPBIE
TPaAULIMOHHO  CJIOXWJIMCh MM  CKJIaJbIBAIOTCS [0 Mepe  paclpoCTpaHEHUs
MH(QOPMAllMOHHBIX TEXHOJNOIMi B oOwiecTBE. DTH HOPMBEI OOJBIIEH YacTBIO He
ABIISIOTCS 00A3aTENbHBIMY, KaK 3aKOHOJATENbHO YTBEPKIECHHBIE HOPMATHBHEIE aKTHI,
OIIHAKO, MX HECOONIOAEeHHEe MOXeT NPHBECTH K MaJeHHUI0 ABTOPUTETA, IPECTHXA
genoBeka, rpymmnbl gul win ['BOY OOLI Ne 4 r. HoBokyHOBIIIIEBCKa B IIEJIOM.
MopanbHo-3TH4ecKHe HOPMBI OBIBAIOT KaK HEIMCaHble, TaK W IHCAHLIE, TO €CTh
o(QopMIICHHBIE B HEKOTOPBIA CBOJA (yCTaB) MpaBWil WM IpeanucaHdii. MopaibHo-
3THYECKME MEpPBl 3aLUTHI SABISIOTCS NPOPUIAKTUUYECKUMH U TPeOYIOT MOCTOSHHOM
paboTHI 110 CO3AAHUIO 3T0POBOTO MOPATBHOTO KJIMMaTa B KOJUIEKTUBE.

24.3. TexHOJIOTMYECKHE MEPhI 3aIlUThI

K namHOMYy BHIy Mep 3allMTBl OTHOCSATCS Pa3HOTO pOJa TEXHOJOTHYECKHUE
PELIEHHUS ¥ TIPUEMBI, OCHOBAaHHbBIE Ha UCIIOIb30BaHUU HEKOTOPBIX BUAOB U30BITOYHOCTU
(cTpykTypHOH, GYHKIMOHAIBHOM, WH(MOPMAIMOHHOM, BpEMEHHOH ¥ T.OI.) U
HaIIPAaBJICHHbIE HA YMEHBIIEHHUE BO3MOXXHOCTH COBepIleHHs pabOTHHUKaMH OIIMOOK U
HapyLIeHUH B paMKax IIPeIOCTaBIEHHBIX UM ITPaB U MOJTHOMOYHM.

24.4. OpraHu3allMOHHbIE (aIMUHUACTPATUBHBIE) MEPHI 3AIIUTHI
OpraHuzaliioHHbIe (3 IMUHUCTPATHBHBIE) MEPBl  3alIUTBI - O5TO MEpHI

OpPraHU3alUOHHOTO Xapakrepa, periaMeHTHUPYIOLIe IIPOLIECCHI
(YHKIMOHUPOBAHUSI CUCTEMBI 00paOOTKH MEepCOHANIBHBIX JaHHBIX, UCIIONb30BAaHUE €€
pPECYpCOB,  EATENIBHOCTh  OOCIYKMBAIOIIErO IE€pCOHAla, a Takke IOPAHOK

B3aMOJIENCTBHS IIOJIb30BaTeNIed ¢ CUCTeMOM TakuM oOpa3oM, 4yTOOBI B HaMOOJIbIIEH
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CTereHM 3aTPyJHWUTh UM MCKIIOYMTH BO3MOXHOCTh peali3allii yrpo3 0e30macHOCTH
WU CHU3UTH pasMeEp MOTEPH B CIyvYac UX pealn3aliuu.

24.5. ®opMUpOBaHHE MONUTUKU O€30I1aCHOCTH

[naBHasl Ielb aJMHHUCTPATHBHEIX Mep - cOPMHPOBAThH IOIMTHKY B 00JacTH
obecrieueHns 0€30MacHOCTU IEPCOHATBHBIX JaHHBIX (OTPaXalollyl MOIXOIBl K
3aIlUTe MEePCOHANBHBIX JAHHBIX) U O00ecHneYuTh €€  BBINIOJHEHHEe, BBIACTAA
HeoOXOAMMEIE PECYPCHI B KOHTPOJIUPYS COCTOSTHHE JIE.

25. PernaMeHTanusi JOCTyIa B IOMEILICHUS

KommoHeHTsl  uHpopMmaimoHHoid  cucteMbl  I'BOY OO Ne 4
r. HoBokyiObIlieBCKa OJDKHBI pa3MellaTbCs B MOMEIIEHUAX, HAXONAMIMXCA TIOX
OXpaHOH MM HAOIIOJEHHEM, HCKIIOYAIOIMM BO3MOXHOCTE OECKOHTPOJIBHOIO
IIPOHMKHOBEHHS B TIOMEIIEHHs IOCTOPOHHUX JIMIl U OOECHeYMBAIOIMM (DUUIECKYIO
COXPAHHOCTh HAXOMSIIMXCS B OMELLEHHH 3allHIIaeMbIX PECypCcOB (10KyMeHTOB, APM
U T.L). Y6opka TakMx IIOMEILEHHH JOJDKHA TPOM3BOAUTECS B IPUCYTCTBUH
OTBETCTBEHHOIO DPa0OTHHKA, 3a KOTOPBIM 33KPEIUIEHBl HaHHBIE KOMIIOHEHTEI, C
COOMIONIEHNEM Mep, MCKJIIOYAIOMUX JIOCTYN IIOCTOPOHHMX JIAI[ K 3alMINaeMbIM
HH(GOPMAILIMOHHBIM PECYPCAM.

Bo Bpemst 0OpabOTKM MEpCOHAIBHBIX JAHHBIX B TaKUX IMOMELIEHUSX NOJDKCH
IPUCYTCTBOBATh TONBKO IIEPCOHAN, MNOMYIIEHHBIH K paboTe ¢ INepCOHATBHBIMH
NaHHBIMH. 3aImpeliaercs nprueM MOoCEeTHTeNed B MOMEIICHUAX, Korjaa OCyIEeCTBIACTCA
06paboTKa MepCOHAIbHBIX JaHHbIX.

[To oxoHuaHuu pabGoyero [Hs, IOMEIUEHHs, B KOTOPBIX Pa3MEIIAI0TCS
KOMITOHEHTH! HH(bopMammonHo# cuctemsl [BOY  OOI Ned r. HosokyiiOsrmescka,
JIOJDKHBI 3aITUPATHCS Ha KITFOY.

B cioydae ocHalleHWs IOMELICHHH CpeICTBaMU OXPaHHOH CUTHAIM3alKH, a
TaKXe aBTOMATU3MPOBAHHON CHCTEMOM IpHeMa ¥ PETUCTPAllMU CUTHAIOB OT I3THUX
CPEJICTB, MpUeM-claya TaKMX IOMENIEHHHA M0/l OXPaHy OCYLIECTBIIAETCS Ha OCHOBAHHMH
CIIEL[HAIEHO pa3pabaThIBa€MOM HHCTPYKITHH.

26. PernmameHranus JOITyCKa pabOTHHUKOB K HCIIOJIb30BaHHIO

UHGOPMALIMOHHBIX PECYPCOB.



B pamkax paspemmntensHON crcTeMbl (MaTpHLbl) JOCTYIAa YyCTaHABIUBAETCA: KTO,
KOMY, Kakyio WHGOpPMAIMIO ¥ IS KaKOTO BHJa JIOCTYyIa MOXET IIPEAOCTaBUTEL M IIPH
KaKUX YCIOBHSIX.

Jomyck moJsip3oBatesieil k pabote ¢ uHbopmamuonnoi cucremoid 'bOY OOILI
Ne 4 r. HoBokyiiOplieBcka W JOCTYI K €€ pecypcaM JOJDKEH OBIThb CTPOro
perinameHTHpoBaH. JIroOble H3MEHeHHs cocTaBa X IIOJHOMOYMH IIOJb30BaTeleH
MIOJICCTEM JOJIXKHBI IPOU3BOJIUTHCS YCTAHOBJIEHHBIM IOPSIIKOM.

VYpoBeHb MOJHOMOUMM KaXA0Tr0 MOJIH30BATENS ONPEAEIIIeTCS UHAUBUIYAIBHO.

O06paboTKa MepCOHANBHBIX NaHHBIX B KOMIIOHEHTaX MH(MOPMALUOHHBIX CHUCTEM
I'bOY OOII Ne 4 r. HoBokyiiObIleBcka JOJDKHA ITPOU3BOAUTHECSA B COOTBETCTBHH C
YTBEP)KAECHHBIMU TEXHOJIOTMYECKUMHU UHCTPYKLIUSIMH.

27. PernameHTanusi — IPOLECCOB OoOCIyXXMBaHUS M  OCYLIECTBJIEHHUS
MoIU(GUKALIMY allllapaTHBIX U IPOTPaMMHBIX PECYPCOB.

B nemsx momgmepxaHus pexuMma HHPOPMALMOHHON 0€30IaCHOCTH allapaTHo-
IporpaMMHasi KOH(QHUTypalysi aBTOMaTU3UPOBAaHHBIX pabounx MecT paboTHHKOB I'BOY
OOII Ne 4 r. HoBokyiiOblllieBcka, ¢ KOTOPBIX BO3MOXEH HOCTYyIl K pecypcam
UHQOPMAITMOHHBIX CUCTEM, JOJDKHA COOTBETCTBOBATH KPYTy BO3JIOKEHHBIX Ha JTaHHBIX
oJib30BaTeliel PyHKIIMOHANIBHBIX O0SI3aHHOCTEHN.

B xoMnoHeHTax HHGOPMAIIMOHHBIX CUCTEM M Ha pPabOYNX MECTax IOJIb30BaTENEH
JOJDKHBI YCTAaHABJIMBATHCS U MCIIONIB30BAThCS JIMLIEH3NOHHEIE IPOrPaMMHbIE CPEJICTBA.

28. OOecmeyeHrie © KOHTPOJIb (GU3MYECKON I€JIOCTHOCTH (HEM3MEHHOCTH
KOH(UTypalyy) anmnapaTHbIX pecypcoB

29. Tlogbop W  TMOArOTOBKa  IepcoHayna, OOydeHHMe  IIOJb30BaTEIICH
[Tons3oBareny uHdopmannoHHsX cucteM [BOY OOII Ne 4 1. HoBokyHOBIIIEBCKE, a
TaKXKe PYKOBOISIIMK TEpCOHal HOJDKHBI ObITh O3HAKOMJIEHBI CO CBOUM YPOBHEM
TOJHOMOYMH, a TaKKe  OpraHM3alMOHHO-PAaCIOpSIUTENBHON,  HOPMAaTHBHOM,
TEXHUYECKOH M SKCIUTyaTAllMOHHOM NOKyMEHTauuel, ompelensiolel TpeOoBaHUS U
NOpSANOK  O0paboTKM  MEepCOHANBHBIX HaHHBIX B [BOY OOl Ne 4

r. HoBoky#iOsImeBcKa.

30. OTBETCTBEHHOCTh 32 HApYIIEHWS YCTAaHOBJIEHHOI'O IIOpSIKa IOJIb30BAHHUA
18



pecypcamu urdpopmanuonnoi cucreMsl FTBOY OOILLL Ne 4 r. HoBoky#6bImeBcKa.

Mepa OTBEeTCTBEHHOCTH IMepcoHana 3a NeHCTBHS, COBEPIIEHHbIE B HAPYIIEHHE
YCTaHOBJIGHHBIX MpaBWI obecrieueHds Oe30macHON paboThl ¢  MEPCOHATBHBEIMU
JaHHBIMM, JNOJKHA ONPEAETISATHCS HAHECEHHBIM YHIepOOM, HAIMYHUEM 3JI0TO YMBICIA W
ApPYTHMH (DaKTopaMu 10 YCMOTPEHHIO pykoBogutenas IBOY OOl Ne 4
r. HoBokyliOrsIleBcKa.

31. CpencrBa obGecniedeHns 6€30MaCHOCTH MEPCOHATBHBIX JaHHbIX.

st obecniedennss uHpopmauuoHHON 6GesomacHoct I'BOY  OOII Ne 4
r. HoBOKy#OBbILIEBCKa CPECTBA 3AIUMTBI JOJDKHBI NMPUMEHATHCS KO BCEM pecypcam
uHpopmanonHsIX cucteM I'BOY OOIL Ne 4 1. HoBokyHGBIIIeBCKa, HE3AaBHCHMO OT
UX BUJa U QOPMBI NpecTaBiIeHus HHGOPMALMY B HUX.

31.1. ®usuueckue cpeacTBa 3alUThI

Ousnyeckde Mephl 3alIUTHl OCHOBAaHbl HA MPMMEHEHHH pPa3HOIO poja
MEXaHUYECKUX, OJICKTPOHHBIX MM  JJIEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U
COOPY)XEHHH, CIIeLUaIbHO NPeIHA3HAYCHHBIX ISl CO3MaHus (GDU3UUECKUX MPENSTCTBUN
Ha BO3MOXHBIX MyTsSIX NMPOHUKHOBEHMS M JOCTyNa NOTEHLUUAIBHBIX HapyIIUTENEH K
KOMIIOHEHTaM CHCTEMBl M 3allMIIAEMbIM [EPCOHATBHBIM JaHHBIM, a TaKXKe
TEXHUYECKMX CPEJCTB BU3YaJIbHOIO HAOIIOIEHNS], CBSI3M 1 OXPaHHOM CHTHAIH3AIMH.

Jns obecnevenns Gpuznueckoil 0€30MaCHOCTH KOMIIOHEHTOB MH(POPMAIMOHHOM
cucremel I'BOY  OOII Ne 4 r. HoBoky#OBbIlIeBcka HEOOXOAUMO OCYIIECTBIATE P
OpPraHU3allMOHHBIX M  TEXHUYECKMX MEpOIPHUSATHH, BKIIOYAIONIMX IIPOBEPKY
000pyn0BaHMs, IpeJHA3HAYEHHOTO 1JIsi 00pabOTKM IIEPCOHANBHEIX JaHHBIX, Ha:

- HajJM4He CIeNHalbHO BHEIPEHHBIX 3aKJIaTHBIX YCTPOUCTB;

- BBEJEHHE [OINOJHMUTEIbHBIX OrPaHUYEHUH IO JOCTYNy B ITOMEIIEHHS,
npeIHa3sHauYe€HHbIE JUIsl XpaHEeHUs U 00padOTKHU MepCOHATbHBIX JaHHBIX;

- obopynoBaHHe cUCTEM MH(POPMATH3AILMH YCTPOUCTBAMH 3AIMTEI OT COOEB
QJIEKTPOIIUTAHHUS U [IOMEX B JIMHUSAX CBS3H.

31.2. TexHuueckue cpeacTBa 3allUTEI

Texuuyeckue (anmapaTHO-NPOrpaMMHBIE) Mephl  3alllMTHl  OCHOBAaHBl  Ha

HCIIOJIB30BAHUH PA3JIMYHBIX 3JICKTPOHHBIX yCTpOﬁCTB N CIICNIMaJIbHBIX IIpOorpaMm H
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BBINIOJTHAOIIMX (CAMOCTOATENBHO HIIM B KOMIUIEKCE C JPYTMMH CPECTBaMi) (hyHKIIAH
3aIMTEl  (MICHTHOHUKALMIO M AayTeHTU()UKALHUIO II0JIb30BaTeNell, pasrpaHHyYEeHHe
AOCTyma K pecypcaM, pEerucTpaluio COOBITUM, KpUNTOrpaQuyeckoe 3aKphITHE
MHGOPMAIUH U T.I.).

C yuetoM Bcex TpebOBaHMI W TPHUHLUIIOB oOecredeHus 6e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX II0 BCEM HAMpPAaBICHUSM 3aIlMThl B COCTaB CHUCTEMBI 3aILUTHI
JIOJXHBI OBITh BKITFOUEHBI CIIEYIOIIHE CPECTBA:

- CpEeACTBa pa3srpaHUYEHUs JOCTyNa K TaHHBIM;

- CpeICTBa PEerucTpalyy AOCTYIa K KOMIIOHEHTaM HH()OPMAIIHOHHEIX CHCTEM
¥ KOHTPOJIS 33 UCIIOJIb30BaHUEM WH(GOpMAIIUH;

- CpelncTBa pearupoBaHUs Ha HapyLIeHHs pexuMa HWHGOPMAIMOHHOM
0€30MacHOCTH.

Ha TtexHmyeckue cpencTBa 3alllUThl BO3JATAeTCs pELIEHHE CIEMAYIOLIMX
OCHOBHBIX 3a/1a4:

- UACHTH(UKALUS U ayTeHTU(UKAINS TTOTb30BaTe el IPU IIOMOILY UMEH KK
CHELMAIBHBIX alllapaTHBIX CPEJICTB;

- perilaMeHTalys ¥ YIpPaBleHUe JOCTYIIOM MOJIb30BaTelleld B IIOMEIIEHHS, K
(PU3UUECKUM U JIOTHYECKUM YCTPOHCTBAM;

- 3allliTa OT IIPOHUKHOBEHUS KOMIIBIOTEPHBIX BUPYCOB U Pa3pYIIUTEIHHOIO
BO3/EHCTBHS BPEJOHOCHBIX IIPOrpamMMm;

- perucTpauus BCeX IEHCTBUM IONb30BaTeNs B 3allUIIEHHOM XypHAJe,
HaJIM4ue HECKOJIBKUX YPOBHEH perucTpalvy;

- 3allldTa JaHHBIX CHCTEMBI 3allUThI Ha (DAJIOBOM CepBepe OT HOCTYIIa
NI0JIb30BATENIEN, B UM JOJDKHOCTHBIE 00S13aHHOCTH HE BXOAUT paboTa ¢ HHPOpPMAIIUH,
HaxOISALLEHUCs Ha HEM.

31.3. CpencrBa UIeHTUDHUKALMY U Ay TCHTU(QHUKALIUY MTOJIb30BaTEEH.

B nensx npeporBpamienus paboTel ¢ pecypcaMud HH(GDOPMAIMOHHON CHCTEMEI
I'bOY OOII Ne 4 r. HoBoKy#ObIIIeBcKa MOCTOPOHHUX JIUIl HEOOXOAMMO 00ECIIEYHTD
BO3SMOJKHOCTh PAcllO3HaBaHUSA KaXIOr0 JIEraJbHOIO IOJB30BATENA (MM TPYIII

noib3oBarener). Jlnsg UAEHTU(QUKALUH MOTYT TPHUMEHATBHCS Pa3IMdHOrO  poja
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YCTPOHCTBA: MarHUTHbIE KAPTOYKH, KIIIOYH, KIIFOYEBEIE BCTABKH, AUCKETHI U T.I1.

AyTeHTHOuKanys (IIOATBEPXXIEHHIE MOTMHHOCTH) [OJIb30BaTeNel TAKKE MOKET
OCYILIECTBIISTBC:

- IyTeM IpPOBEPKU HAIMYUSA Yy MOJIb30BATEIEN KaKUX-TUOO CIeHaTbHBIX
YCTPOHCTB (MarHUTHBIX KAPTOYEK, KIFOUEH, KIIFOUEBBIX BCTABOK H T.1.);

- IIyTeM MPOBEPKH 3HAHUS UMH MApOJIEi;

- TYTEeM IIPOBEPKHU YHHUKAIBHBIX PU3NYECKHX XapaKTEPHCTHK W TapaMeTPOB
CaMuX MOJIb30BaTeNeH IIPH IIOMOLIM CIIENUATBHBIX OHOMETPHYECKHX YCTPOUCTB.

31.4. CpencTa pasrpaHHYeHHs JOCTYIIA.

30HBI OTBETCTBEHHOCTH M 33[a4il KOHKDETHBIX TeXHHYECKHX CPEJCTB 3allUThI
YCTaHaBIMBAIOTCS MCXOAS U3 X BO3MOXHOCTEH M 9KCILTyaTal[MOHHBIX XapaKTEPHCTHUK,
ONHCaHHBIX B JOKYMEHTAI[M! Ha JJaHHBIE CPECTBA.

Texuuueckue cpecTBa pasrpaHMYEHHUs JOCTYIA JOKHEI IO BO3MOXXHOCTH ObITh
COCTaBHOM YaCThIO €IMHOM CHCTEMBI KOHTPOIIS JOCTYIIA:

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHUIO;

- B OTJEJbHbIE [IOMEIIEHHS;

- K KOMIIOHEHTaM HuHpopMauuoHHOM cpeasl I['BOY OOl Ne 4
r. HoBOKyHObIlIEBCKA M 3€MEHTaM CHCTEMbI 3aIUTHl IE€PCOHAIBHBIX JAHHBIX
(usmueckuit mocTym);

- K HHOOPMAaLMOHHBIM pecypcaM (ZOKyMEHTaM, HOCHTENSM HH(pOPMAIIHH,
daiinam, HabopaM TaHHBIX, ApXHUBaM, CIIpaBKaM U T.1.);

- K aKTHBHBIM pecypcaM (IIPUKIaAHBIM IPOrpaMMaM, 3a1a4aM | T.I1.);

- K ONEpalMOHHOW CHCTEME, CHCTEMHBIM IIporpaMMaM W MpOrpamMMaM
3aILHUTHI.

31.5. CpenctBa obecrieueHust 1 KOHTPOJIS LEITOCTHOCTH

Cpenctea ofecredeHHsl LETOCTHOCTH BKIIOYAIOT B CBOM COCTaB CpEICTBA
PE3EPBHOTO  KONMHUPOBAHWSA, MPOrpaMMbl AHTUBUPYCHOW  3allMThl, IPOrPaMMBI
BOCCTaHOBJICHHS LIEJIOCTHOCTH OIEPALlMOHHOMN Cpelibl B 0a3 NaHHBIX.

CpenctBa KOHTPOJIA LENOCTHOCTH HH(MOPMALIMOHHEIX PECYPCOB  CHCTEMBI

npeIHa3sHA4Y€Hbl IJIA CBOCBPEMEHHOIO 06Hapy>1<eHH5{ MOI[I/I(bI/IKaHI/II/I HIIM HCKaXCHHUA
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pecypcoB CHCTEMBL. OHH MO3BOJSIOT OOECHEYHTh MPABHIBHOCTE (yHKIHOHMPOBAHMUS
CUCTEMBI 3aIlUTBI U LEJOCTHOCTh XpaHMMOW U obOpabaTbiBaeMoil HWHGOPMAIWH.
KonTpons unenoctHoctM MHGOpMAlM¥ W CPEACTB 3alUTHL, C LENBIO OOECHeueHus
HEM3MEHHOCTH ~ WH(QOPMALMOHHON  Cpefbl, ONpeNeNiseMOd  MpeayCMOTPEHHOI
TEXHOJNOTHEH OOpabOTKM, ¥ 3alUTEl OT HECAaHKLHOHUPOBAHHOW MOMUQpUKAINH
IIEPCOHANIBHBIX JAaHHBIX JOJDKEH 00eCIIeYnBaThCs:

- CPEICTBaMM pasrpaHUYeHHs NOCTyna (B IMOMEIIEHHs, K JOKyMEHTaM, K
HOCHUTENSIM HH(POPMALIUH, K CepBepaM, JOTHYECKHM YCTPOUCTBAM H T.11.);

- CpEeICTBAaMM 3JIEKTPOHHOH MOIIIUCH;

- CpeACTBaMH  IMOJCYETa  KOHTPOJIBHBIX  CyMM (IUIsI  HCIOJIBE3YEMOTIO
IIPOrPaMMHOT0 OOecTieYeHus).

31.6. Cpenctea  OmepaTMBHOrO  KOHTPOJS W  DPETHCTPALlMH  COOBITHI
0€e30macHOCTH.

CpenctBa 0OBEKTHBHOTO KOHTPOJS [OJDKHBI OGECHeYdBaTh OOHApyKEeHHE U
perucrpanuio Bcex COObITHH (meiicTBuil monb3oBarteneii, mombitok HCJ u T.1L),

KOTOpbI€ MOTYT MOBJI€Yb 3a COOOM HapylleHHe Oe30MacHOCTH W IPUBECTH K
BO3HMKHOBEHHUIO KPU3UCHBIX CUTyalMid. AHAJIU3 COOpaHHOM CpeICTBaMM PErHCTPALiK
MHOOpMALMK TO3BONAET BHIABUTH (DaKThl COBEPIICHWsS HapyIIeHMH, HX XapakTep,
IO/ICKa3aTh METOJI €ro pacC/ieIOBaHUs U CIIOCOOBI IIOMCKa HAPYIIUTENS ¥ UCIPABICHHS
cutyanuu. CpeacTsa KOHTPOJIS U PErUCTPaLMK JOJDKHBI TPENOCTABIATh BO3MOXKHOCTH:

- BEICHMS MW aHajlu3a XYpPHaJOB pPErucTpanuud COOBITHH 0e30macHOCTH
(CHCTEMHBIX )XYPHAJIOB);

- TIOJNlyYeHHs TBEPAOH KONMH (Ile4aTH) XypHalla PErHCTPAIldd COOBITHIH
0e30IacHOCTH;

- YHOPSAIOYEHHUS XYPHAJIOB, a TAK)KE YCTAHOBIICHUS OTPAaHUUEHUH Ha CPOK KX
XpaHEHHUS,

- OIEpaTHBHOTO OINMOBELIEHHs aJMUHUCTpaTOpa 0€30MaCHOCTH O HAPYIIECHHUSIX.
Ilpu peructpauun coObITHH 6E30MaCHOCTH B JKypHAlE [OJDKHA (DUKCHPOBATHCS
crenyromas nHQoOpMalLus:

- JlaTa ¥ BpeMs COOBITHS;
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- uneHTuduKarop cyoneKTa, OCYIIECTBISIONMIEr0 PETHCTPUPYEMOE JEHCTBHE;

- JeicTBue (TUI AOCTYyIA).

32. KoHTpoib 3)QEKTUBHOCTH CUCTEMBI 3aILUTHI.

KoHTpons 3 PeKTHBHOCTH 3alUTHl MEPCOHATBHBIX JAHHBIX OCYIIECTBISETCS C
LEJBI0 CBOEBPEMEHHOI'O BBISBICHUS W TIPEJOTBPALEHHUS YTEYKHA TIEPCOHATBHBIX
JAHHBIX 3a CYeT HECAHKIMOHHUPOBAHHOTO JOCTyIa, a TaKXe MpeaylpexIecHIs
BO3MOXHBIX  CHEIMabHBIX  BO3JCHCTBUIN, HANpPaBICHHBIX Ha  YHHYTOXEHUE
IePCOHATBHBIX JaHHBIX, paspylleHHe CpeAcTB HH(popMaTH3anud. KOHTPOIb MOXKET
IMPOBOAUTHCS IIPUBJICKACMBIMHU JJIs 3TOH OeJIn OopraHu3alusIMHi, HMCIOIIIUMH JTUIICH3HIO
Ha 3TOT BUJ JAESTEIBHOCTH.

Ouenka 3(QPeKTUBHOCTH Mep 3a LIUTHl MEePCOHATBHBIX NaHHBIX MPOBOAUTCS C
HCIIOJI30BAaHUEM TEXHUYECKUX W TPOTPAMMHBIX CPEJICTB KOHTPOJS Ha IIpeaMeT

COOTBETCTBHA YCTAaHOBJICHHBIM Tpe6OBaHI/ISIM.
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