C KaXIbIM TOZI0M MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIKOJIBHUKU OJJHU U3 CaMbIX aKTUBHBIX
nojs3oBarenei Pynera. Mexay TeM, HOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEM, HHTEPHET HECET U
npobaemMbl. DTa maMaTKa JOJKHA TOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

KommnsrorepHslie BUPYCHI

KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX IPOTPaMM, OTIIMYUTEIBHON 0COOCHHOCTHIO
KOTOPOH SIBJIAETCS CIIOCOOHOCTD K Pa3MHOXKEHUIO. B onosiHeHue kK 3ToMy, BUPYChl MOT'YT TOBPEAUTD WIIN
MOJTHOCTBIO YHHUTOXHUTH BCE (PaifiIbl ¥ TaHHBIE, TOJIKOHTPOJIBHBIE TOJIH30BATEIN0, OT HMEHU KOTOPOTro ObLiIa
3aIlyllleHa 3apa)kKeHHas IPOrpaMMa, a TAK)Ke NOBPEIUTh WU NaKE YHUUTOKHUTH ONIEPALMOHHYIO CUCTEMY CO
BcemH (paiiimamu B 11es1oM. B OOJIBIIMHCTBE CIy4aeB paclpoOCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTOI[BI 3al0UTHI OT BPCAOHOCHBIX ITPOrpaMMm:

1. Mcnonb3yi COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHD 3aLUTHI OT
BPEIOHOCHBIX IIPOrPaMM;

2. [loctosiHHO ycTaHaBiMBaii nat4yu (UGPOBbBIE 3aIUIATKH, KOTOPhIE aBTOMAaTHYECKH YCTaHABIUBAIOTCS C
LETIBI0 IOPaOOTKU MPOTpaMMBbl) U IPyrue OOHOBIIEHUS CBOEH ONepallioOHHON cucTeMbl. CkaunBail ux
TOJIbKO ¢ ounmanbHOro caita pazpadborunka OC. Ecnu cymecTByeT pexiuM aBTOMaTHIYECKOTO
OOHOBJICHUSI, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE IO/1 IIPaBaMu I10JIb30BATEIIs, a HE aAMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJIBLIIMHCTBY BPEIOHOCHBIX ITPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM KOMITBIOTEPE;

4. Vcrionb3yi aHTUBUPYCHBIE IPOTPAMMHBIE TIPOTYKThI H3BECTHBIX MTPOM3BOAUTENCH, C ABTOMATHIECCKUM
00OHOBIIEHIEM 0a3;

5. Orpanuub PU3NYECKUM JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHWE HOCUTEIN HH(OpMALIMY, TaKue Kak (piemika, TUCK Win (aiia u3 HHTepHETa, TOJIbKO
U3 NIPOBEPEHHBIX NCTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (PaliIb, MOyYEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. J{axke Te (hailnsbl,
KOTOpBI€ MpHCIiai TBOM 3HaKOMBIN. Jlydllle yTOUHU y HEro, OTIIPABIISUI JIM OH Te0e HX.

Cetu WI-FI

Wi-Fi - 310 He BHJI TIepeiadyn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIb OpeH 1, mapka. Emie B 1991 roxy
HUJIepIIaH/IcKas KoMmmaHus 3apeructpuponaia opena "WECA", uto o6o3Hauano cioBocoueranue "Wireless
Fidelity", koTopslii nepeBoAUTCS Kak "GecpoBOiHAs TOYHOCTD'.

Jlo Halero BpeMeHu Jo1ia gpyras abopeBuaTypa, KoTopas sIBJISIETCs TAKOH K€ TEXHOJIOTHEH. D10
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObIIO JAHO C HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBOW TEXHUKH
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKAsi TOUHOCTB".

Ja, OecruiaTHBIM HHTEPHET-IO0CTYI B Kae, OTEAX B adpOnopTax sSBISETCS OTIIMYHON BO3MOXHOCTBIO
BBIXOJIa B UHTEpHET. HO MHOTHE IKCIEPTHI CUMTAIOT, UTO o0menocTymnHbie Wi-Fi ceTn He saBistoTcs
0€30MaCHBIMU.

CoBeTbl 110 0€30MaCHOCTH PabOTHI B 00MIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nuunyto nHpopmanuio yepes odmenocrymasie Wi-Fi cetu. Pabotast B HuX,
KeIaTeJIbHO He BBOAMTH MAPOJIH TOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;



2. Wcionb3yit 1 0OHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbI M Opanamayep. Tem caMbIM Thl 00e30maculb ceds
OT 3aKayKy BHpYCa Ha TBOE YCTPOKHCTBO;

3. [Ipu ucnonp3oBanuu Wi-Fi orkmroun ¢ynkiuro "OO6muit goctyn K daiinam u npuHTepam'. JlanHas
(GYHKIUS 3aKPBITA TIO YMOJIYAHHIO, OJJHAKO HEKOTOPBIC MOJIb30BATEIH aKTUBHPYIOT €€ I yI00CTBa
HCIIOJIb30BaHUsI B paboTe WK yueoe;

4. He ucnionw3yit myoauunbiii WI-FI 11 nepegaun TUYHBIX JaHHBIX, HATPUMED IS BBIXO/a B COIIMAIIbHBIC
CETH WIH B JIEKTPOHHYIO MIOUTY;

5. Ucnonw3yit Tonpko 3amumieHHoe coequnenne yepe3s HTTPS, a ue HTTP, 1.e. npu Habope BeO-aapeca
BBOIM UMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun Gyukmuio "lloakmoyenue k Wi-Fi aBromatnyecku". He nomyckai
aBTOMATHYECKOT'0 TOJKITF0UEHHs yCTporicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

ConuanbHbIE CETH

ConuasibHbBIC CeTH aKTUBHO BXOJISIT B HAaITy )KH3Hb, MHOTHE JIFOJM PA0OTAIOT U JKUBYT TaM MIOCTOSHHO, a B
Facebook yxe 3aperucTpupoBaH MUJLTHAP/L YEIOBEK, UTO ABJISIETCS OJHON CEbMOM BCEX YKUTENIEH MIaHETHI.
MHorue nojap30BaTeNId He MTOHUMAIOT, 9TO HH(pOpMAaIHs, pa3MEIICHHAs MU B COLIUATBHBIX CETSIX, MOXKET
OBITh Hal/ICHA M UCIIOJIb30BaHA KEM YTOJIHO, B TOM YHMCIIC HE 0053aTEIbHO ¢ OJIATUMU HAMEPEHHSIMHU.
OCHOBHBIE COBETHI 10 0€30ITACHOCTH B COLMAJIBHBIX CETAX:

1. Orpanuys ciucok Apy3el. Y Te0s B IpYy3bsiX HE JOJDKHO ObITh CIy4ailHBIX M HE3HAKOMBIX JIFOZCH;

2. 3ammuiiai cBoro 4acTHyIO xHu3Hb. He yka3piBail maponu, TenedoHsl, aapeca, 1aTy TBOETO POKICHUS U
JPYTYIO JIMYHYIO HHPOPMAIIHIO. 37I0YMBIIUIEHHUKA MOTYT UCITOJIB30BaTh Jake WH()OPMAIIAIO O TOM, KaK ThI
Y TBOM POJIUTEINN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3amumiaii CBOIO pemyTalyio - Iep>KU €€ B YUCTOTE U 3a7aBail cebe Bompoc: XoTel Obl ThI, YTOOBI ApyTHe
MTOJIB30BATEIIH BHUJICIH, YTO ThI 3arpyaenisb? [loxymaid, mpexae 4eM 9To-TO OIMyOJIUKOBATh, HAMMCATH U

3arpy3uTh;

4. Ecnu Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIB, HE UCIIOJIb3YH CBOE PEAIBHOE UMl U IPYTYIO
JUYHYI0 HHGOPMAIIMU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. N36eraii pazmemnienus Gororpaduii B UuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, TI0 KOTOPOM MOKHO
OMPEJIETUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanuu B COUAIBHOM ceTH HEOOXOAUMO UCIIOIB30BATh CI0KHBIE MAPOJIU, COCTOSIINE U3 OYKB
1 1P U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. st conManbHOM CETH, TOUYTHI U IPYTUX CAMTOB HEOOXOIMMO MCIIOJIb30BaTh pa3HbIC Mapoid. Toraa ecim
Te0s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKY TOTyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

BHCKTpOHHBIC JACHBI'

BHCKTpOHHBIC JACHBI'N - OTO OYCHb yI[OGHBIﬁ croco0 HHaTC)KCfI, OQHAKO CYHICCTBYIOT MOIIICHHUKH, KOTOPBIC
XOTAT MOJIYYUTH OTU ACHBI'U.

3HeKTpOHHLIe ACHBI'U MMOABHUIIMCH COBCCM HCAABHO U UMCHHO HU3-3a4 3TOI'0 BO MHOTUX IroCyAapCTBax A0 CUX
MOp HE MPOTHMCAHO PO HUX B 3aKOHAX.



B Poccumn xe onr QyHKIIMOHUPYIOT U O HUX yXK€ MPOMKICAHO B 3aKOHE, TJI€ UX Pa3/IesIIOT Ha HECKOIBKO
BUJIOB - aHOHMMHBIE U HE aHOHHUMHBIe. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs
MIPOBOAMTH ONepanuu 06e3 uIeHTU(PUKALNY TTOTH30BaTENS, & B HEAHOHUMHBIX UACHTU(DUKAIIHS
MI0JIb30BAaTEJs SIBISIETCA 00s13aTeNbHOM.

Taxoke caenyeT pa3nu4arh NEKTPOHHbIE (UATHBIE IEHBIU (PaBHBI FOCYIapCTBEHHBIM BalIIOTaM) U
3JIEKTPOHHBIC HE(pUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBECHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 06€30IacHOM paboTe C AICKTPOHHBIMU JCHBTAMU:
1. IlpuBsixu K cyeTy MOOUIIBHBIHN TenedoH. DTo camMblil yIOOHBIH U OBICTPBIN CIIOCOO BOCCTAHOBHUTH AOCTYI
K cuety. [IpuBsizaHHBIN TeNEPOH MOMOXKET, €ClK 3a0yACIIb CBOM IJIATEKHBIM IMapOJIh WM 3aiICITb Ha CalT

C HE3HAKOMOI'0 YCTPOKCTBA;

2. Ucnonb3yit omHOpa3zoBkie mapomu. [locie nmepexona Ha YCUIICHHYIO aBTOPU3AIIHIO TeOe yKe He OyaeT
yrpoXaTh OMACHOCTh KPakKH WUJIU MepeXBara MiIaTeXHOro MapoJs;

3. Beibepu cnoxHbIil mapons. [IpectynHukam Oyner He MPOCTO yrajaTh CIOXKHBINA maposb. HagexHbie
[apoJIx - ATO NAPOJIH, KOTOPBIE COJEPKAaT HE MEHEE 8 3HAKOB U BKJIFOYAIOT B ¢€0s1 CTPOYHBIE U IIPOIIUCHBIE
OYKBBI, IIU(PHI K HECKOJIBKO CUMBOJIOB, TaKME KaK 3HAK J0J1apa, GyHTa, BOCKIMIATEIbHBIN 3HAK U T.II.
Hamnpumep, $tROng!;;

4. He BBOIM CBOM JTUYHBIC JJAHHBIC HA CATaX, KOTOPHIM HE JIOBEPSCIIb.

DNeKTpOHHAs MoYTa

DNEeKTPOHHAs MoYTa - TO TEXHOJIOTUS U IPEIOCTABIISIEMBIE €10 YCIIYTH MO MEPECHUIKE U MOTYYEHUIO
ANEKTPOHHBIX COOOIIEHMIA, KOTOPBIE PACTIPEACTISIOTCS B KOMIBIOTEPHON ceTh. OOBIYHO AIIEKTPOHHBII
MOYTOBBIN SITUK BBITJISIAUT CIAEAYIOIIMM 00pa3oM: UMs_TOJIb30BaTENsI(@UMsL_JTIoMeHa. Takxke kpome
nepeayu MPoCTOro TEKCTa, UMEETCsl BO3SMOXKHOCTD TepeiaBaTh (hailiibl.

OcHoOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JEKTPOHHOM MOYTOM:

1. Hayto BbIOpaTh mpaBUIIbHBIN TOYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BEIOOp OeCIuIaTHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO JYYIlI€ JOBEPSATH TEM, KOTO 3HACIIb U KTO NEPBBIN B PEUTHHTE;

2. He yka3pIBail B TM4HON nouTe JIMYHYIO HH(popmanuto. Hanmpumep, nyuiie BeIOpaTh
"My3bIKaIbHbIN (haHaT@" nmu "pok2013" Bmecto "Temal3";

3. HCHOJ’IL3yﬁ ABYXOTAIIHYHO aBTOPHU3alUIO. 9T0 KOoraa MOMHUMO 1TapoJid HY’>KHO BBOAWUTD KO, HpHCLIJIaCMLIf/'I
o SMS;

4. BeiOepu CIIOXKHBIN Mapoab. J{7s KakK10T0 TOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJIEKHBIN, YCTOWUUBBINA
K B3JIOMY I1apOJib;

5. Ecitu ecTh BO3MOXKHOCTD HAaIlMCaTh caMOMYy CBOM JIMYHBIMN BOIIpOC, I/ICHOJ'ILB}/'ﬁ 9Ty BO3MOXKXHOCTD;,

6. Mcnonp3yil HECKOJIBKO IIOUYTOBBIX SIIIMKOB. [1epBbIii 1711 4acTHOM NMEPENNCKY C agpecaTaMu, KOTOPBIM Thl
J0Bepsiellb. DTO 3JIEKTPOHHBIN aJipec He Ha/l0 UCMOIb30BaTh PU PETUCTpallui Ha (hopyMmax U caiiTax;

7. He oTkpsiBail (aiinbel v Apyrue BIOKEHUS B MUCbMaX, 1a)Ke €CJIM OHU IMPUIIUIM OT TBOUX JApy3ei. Jlyumie
YTOYHHU Y HUX, OTHPABIISUIN JIX OHU TeOe 3TH (ailiibl;

8. [Tociie okoHuaHust pabOTHI HA ITOYTOBOM CEPBHCE TMEpe]] 3aKPHITHEM BKIIAJIKK C CAUTOM HE 3a0y/1bh HAXKATh
Ha "Beriiti'".



KubepOymnuHr nim BUPTyalbHOE U3/1€BATEIIbCTBO

KubepOymiauHr - npecienoBaHue cOOOIICHUSIMU, COJIEPKAIIIMHU OCKOPOJICHHS, arpecCHulo, 3allyTUBaHUE;
XYJUTAaHCTBO; COLIMAIbBHOE OOMKOTHUPOBAHUE C MTOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO O0PbOE ¢ KUOSPOYIITHHIOM:

1. He 6pocaiics B 60ii. JIydmuii crioco0: MOCOBETOBATHCS Kak ce0si BECTH H, €CJIM HET TOT0, K KOMY MOKHO
00OpaTHUTHCS, TO BHaYaJIe YCIOKOUTHCS. Ecu Thl HAYHEIIb OTBEYaTh OCKOPOJICHUAMH HA OCKOPOJICHHS, TO
TOJIBKO e11le 0OJIbIle Pa30KKeNTb KOHDIIHKT;

2. Yrpanisii cBoel KnubeppenyTaimei;

3. AHOHUMHOCTb B CETH MHHMas. CYH_ICCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3@ aHOHHUMHBIM dKKayYHTOM;

4. He cTouT BECTH XYJIMTaHCKUN 00pa3 BUPTyalbHOU XU3HU. IHTEpHET (PUKCHpYET BCe TBOM JCHCTBUS U
COXpaHseT ux. Y IalIuTh UX OyJeT KpaiiHe 3aTpYAHUTEIBHO;

5. CoGunroziait CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHn4HbIN HeraTuB. OTHOPa30Bble OCKOPOUTENbHbBIE COOOIICHHUS Ty4Ille UTHOPUPOBATH.
OOBIYHO arpeccusi MpeKpaIIaeTcss Ha HA4YaIbHON CTaIu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATIBHBIX CETAX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKHU COOOIIECHHI € ONpeieIeHHBIX a/IpECOB;

8. Ecnu TBI cBUAETENs KNOEpOyIIMHTa. TBOM AEWCTBUA: BHICTYITUTH POTHUB MpeECieIoBaTeNs, ToKa3aTh
€My, UTO €T0 JICHCTBUS OIICHUBAIOTCSI HETAaTHBHO, TIOJIJICPKATh JKEPTBY, KOTOPOU HY)KHA TICHXOJIOTHYECKas
MTOMOIIb, COOOIIUTH B3POCHBIM O ()aKT€ arpeCCUBHOTO MOBECHUS B CETH.

MoOunbHbIN TenedoH

CoBpemenHble cMapTHOHBI U IIIAHIIETHI COAEpKAT B cede BIOTHE B3POCIbIi (DYHKIIMOHAT, U TENEPh OHU
MOTYT KOHKYPHPOBATh CO CTAIlHOHAPHBIMU KOMIIbIOTepaMu. OTHAKO, CPEJICTB 3AIIHUTHI JIJIST TIOJOOHBIX
YCTPOICTB MOKa 0OYeHb Malio. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTEHCUBHO,

kak juist [1K, To 'ke camoe kacaercss 1 MOOMIIBHBIX TPUIIOKCHHI.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAKTUUECKH TOTHAIM HACTOJbHBIE aHAJIOTH, OJTHAKO
pacupenue (yHKIIMOHAJIA BIIeYET 3a C000i OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlanexo He Bce MPOM3BOIUTENH BHITYCKAaIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUYECKHE YSI3BUMOCTH ISt
CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI I 0€30IMaCHOCTA MOOWIIBHOTO TenedoHa:

Huuero He siBrsieTcst mo-HacTosimiemMy OecriaTHeIM. byib ocTOpokeH, Belb KOT1a TeOe mpe/iararoT
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCIYTH;

Hymaii, mpexae yem oTnpaButb SMS, ¢hoTo mwmu Buaeo. Trl TOUHO 3HACIIB, T1e OHU OYAYT B KOHEUHOM
urore?

Heo6x0a1Mo 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 1151 MOOUJIBHBIX TeNe(OHOB;



He 3arpyskaii IpHIoXeHNsI OT HEN3BECTHOTO UCTOYHUKA, BEIb OHU MOT'YT CO/IEPKAaTh BPEIOHOCHOE
porpaMMHoOe oOecrieueHue;

[Tocrne TOro Kak ThI BRIMIEHIH C CaliTa, I/I€ BBOIWI JUYHYIO HH(POPMAITUIO, 32l B HACTPOUKH Opay3epa u
ynanu cookies;

[lepuonuvecku NpoBepsii, KAKUe IUIATHBIC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOW HOMEp MOOMIIBHOTO Tese(OHa TOIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIh U KOMY JTIOBEPSEIIb;
Bluetooth nosmkeH OBITh BBIKITIOUEH, KOTA Thl KM HE TOJb3yelibes. He 3a0biBaii MHOTIa IIPOBEPSTH ITO.
Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOYHbBIE, 3aXBATHIBAIOIINE PA3BICUCHUS, O0BEIUHSIONINE COTHU
TBHICSIY YEIIOBEK 10 BceMy MUpPY. UTpOKH UCCIIeYIOT TaHHBIM UM MUP, OOIIAIOTCS APYT C APYTOM,
BBITIOJHSIOT 3aJJaHUsl, CPAKAIOTCSA C MOHCTPAMH U TMOJIYYalOT OMBIT. 3a YIOBOJIBCTBUE OHU IUIATSAT:
MOKYIAIOT JTUCK, OIJIAYMBAIOT Aa00OHEMEHT WJIH MTPHOOPETAIOT KAKKE-TO OIIIUH.

Bce 3T cpescTBa HayT Ha MOAIEpKAHUE U PA3BUTHE UTPHIL, @ TAKXKE HA caMy 0€301acHOCTb:
COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPU3AINH, BBITYCKAIOTCS HOBBIC MMaT4u (IM(POBBIC 3arIaTKy st

IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIlacaTbCd HC CTOJIBKO CBOUX COIICPHHKOB, CKOJIBKO KpaXu TBOCTO IIapOJIA, HA
KOTOPOM OCHOBaHAa CUCTCMaA aBTOpU3alluKU OOIBIIMHCTBA Hrp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOCTO HUI'PpOBOI'0 aKKayHTa:

1. Ecnin ipyroii urpok BeneT cedst MI0X0 WM co3JaeT Te0e HEMPUATHOCTH, 3a0I0KUPYH €ro B CIIHUCKe
UTPOKOB;

2. Tloxanyiicst aIMMHHCTPATOPaM UTPBI HA MJI0XO0E TTOBEACHUE 3TOT0 UTPOKA, JKEJIATEIHHO MPUIOKUTh
KaKHMe-TO J10Ka3aTesIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii THuHY0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBnuBail Heo(uIaIbHbIE TATYH U MOJIBI;

6. Micnionp3yi CIIOKHBIE U pa3HbIE apOJIy;

7. Jlaxke BO BpeMsl UTPbl HE CTOMT OTKJIFOYaTh aHTUBHUPYC. [10Ka ThI Urpaeliib, TBOW KOMITBIOTEP MOTYT
3apa3uTh.

OumuHT MM Kpaka JUYHBIX JaHHBIX

OObIYHOM KpaXkel JeHer U TOKYMEHTOB CETO/Hs YK€ HUKOTO HE YUBUIIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIJIEHHUKH NTEPEMECTUIIICh B UHTEPHET, U MPOIOKAIOT 3aHUMAThCS "I00UMBIM"
JEJIOM.

Tak nosiBUIIach HOBasl yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (DUIITUHT, TTIaBHAS 1IeJTb KOTOPOTO COCTOUT B
MOJTy4eHUU KOH(DHICHIIMABHBIX JIaHHBIX MTOJIh30BaTENIEH - JIOTHHOB M maposiei. Ha aHrnuiickoM si3bike
phishing uutaercs xak ¢pummumnr (ot fishing - peronas noss, password - maposs).



OcHOBHBIE COBETHI IO OOPKOE ¢ PUIIHMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim ThI I0J103peBaciib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO HEOOXOIUMO
3a0JIOKHPOBATh €€ U COOOLIUTh aIMHHUCTPATOPAM pecypca 00 3TOM KaKk MOXKHO CKOpEE;

2. Ucnonb3yii 6e30macHbie BEO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MOMCKOBBIX CHCTEM;

3. Mcnonb3yii cloKHBIE U pa3HbIe Mapoiau. TakuM o0pa3om, eciiu Te0s B3JIOMAIOT, TO 3JI0YMBINIIICHHUKA
MOJIy4aT JAOCTYI TOJIBKO K OJIHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0st B3110Mali, TO HEOOXOAUMO MPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE JOOABICHBI Y TEOs
B JIPY3bSX, O TOM, YTO T€Os B3JIIOMAJIA U, BO3SMOXHO, OT TBOETO HMEHH OYJIET pacChIIaThCsI CIIaM U CCHUIKU
Ha (PUITMHTOBBIC CANTHI;

5. YcranoBu HaaexHbIi napoib (PIN) Ha MoOUITBHBIHM TenedoH;

6. OTKII04YM coOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbiBaii (aiiniel U Apyrue BIOKEHUS B MUChbMaX, Ja)Ke €ClIM OHU MPHIILIIN OT TBOUX Jpy3eid. Jlyuiie
YTOYHHU y HUX, OTHPABIISUTH JIX OHU TeOe 3TH (Hailiibl.

[udposast penyrarus

[Mudposas pemyranus - 5T0 HETaTUBHAS WM TO3UTHBHAS HH(popMarus B ceT o Tede. KommpomeTupyromas
uHpopMalys, pa3MelleHHas B UHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM OTpa3UThCs Ha TBOCH peabHOM
xm3HH. "Ludposas penyranus" - 3T0 TBOW UMHIDK, KOTOPBI (popMupyercs u3 nHGopmanuu o Tede B
UHTEPHETE.

TBoe mecTo KUTCIILCTBA, y‘{e6LI, TBOC q)HHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTH XapaKkTepa U paCcCKasbl O
OJU3KUX - BCE OTO HAKAIJINBACTCS B CETH.

MHorue nopoCTKH JETKOMBICIEHHO OTHOCSTCS K MyOJIMKaIK JTMYHON HHpopMmanuu B IHTepHeTe, He
MOHKMMas BO3MOXKHBIX MocsieACTBUN. Thl jaske HE CMOXKEIlb 1I0rafaThesi O TOM, 4To (oTorpadus,
pa3MeleHHast 5 J1eT Ha3ajl, cTajla IPUYMHON OTKa3a MPUHATH TeOst Ha paboTy.

KommenTapuu, pa3menienue TBoux gpororpaduii u Ipyrue JeiCTBUS MOTYT HE HCUE3HYTh JIaXe M0CIe TOro,
KaK Thl UX yJaiuilb. Thl HE 3HaeIIb, KTO COXPaHMII 3Ty UH(OpPMAIIHIO, [TOTala JIM OHA B TIOUCKOBBIE
CHCTEMBI U COXPAaHUJIACh JIM OHA, a [JIABHOE: YTO MOAYMAIOT O Te0e OKpY’KaloIlKe JII0IU, KOTOpbIe HAAYT U
yBUIAT 3T0. HaiiT MHpOpMaIio MHOTO JIET CITyCTsl CMOXKET JIF00OH - Kak U3 T0OpbIX MOOYXAEHUH, TaK U ¢
HaMEepEeHUEeM IPUUUHUTH BpeJl. ITO MOKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEMyTaALUU:

1. IToxymaii, mpex e 4em 4To-To MyOJUKOBaTh U MepeaBaTh y ceOst B 6J10T€ UK B COITMATBLHOM CETH;

2. B HacTpolikax npo¢uiisi yCTaHOBU OTpaHUUYEHUS Ha IPOCMOTP TBOETO MPOUIIs U €ro COIEPKUMOTO,
czenail ero ToybKo "nis Apysei’;

3. He pa3memaii u He yka3biBail HHPOPMALIHIO, KOTOPask MOXKET KOT0-TH00 OCKOPOJIATH M OOMKATh.

ABTOpPCKOE ITpaBo



CoBpeMeHHbIE HIKOIBLHUKY - aKTUBHBIE MOJIb30BaTeNd U(POBOTO npoctpancTBa. OIHAKO TAIEKO HE BCE
3HAIOT, YTO MOJIb30BAHNE MHOTUMH BO3MOXKHOCTAMU IIM(PPOBOro Mupa TpedyeT coOI0AeHNs IPaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "HHTEMIEKTYyalIbHass COOCTBEHHOCTD' OTHOCHUTCS K pa3IMYHbIM TBOPEHUSIM UEJIOBEUECKOTO yMa,
HA4MHAas ¢ HOBBIX U300pETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, GoTorpadusiMu, KHHOPHIEMAMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpPCKHE IpaBa - 3TO [paBa Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb Ha IIPOM3BEICHUS HAYKH, JTUTEPATYyphl
U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYINAIOT B KAYE€CTBE I'APAHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa HE OyAET HAlpacHbBIM, AACT €My CIIpaBeIIMBbIE BO3MOKHOCTH
3apa0oTaTh Ha pe3ysbTaTax CBOEro Tpy/a, OJy4YUTh U3BECTHOCTh U Ipu3HaHue. Hukro 6e3 paszpeneHus
aBTOPA HE MOXKET BOCIIPOU3BOIUTH €T0 IPOU3BEICHUE, PACTIPOCTPAHSATH, MyOJINYHO IEMOHCTPUPOBATD,
IIPO/IaBaTh, UMIIOPTUPOBATH, IIYCKaTh B IIPOKAT, TyOIMYHO UCIIOJIHATh, 10Ka3bIBATH/UCIOIHATE B 3(upe nin
pa3meruars B lIHTepHere.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOr0 00ecreyeHusl MOXKET IPUBECTU K MHOTUM PUCKAM: OT MOTEPU
JAHHBIX K TBOUM aKKayHTaM JI0 OJJOKMPOBKHU TBOETO YCTPONCTBA, I'/le YCTAaHOBJIECHA HeJleranbHas
nporpamMMma. He ctout Takke 3a0bIBaTh, 4YTO CYLIECTBYIOT JE€TalbHbIE U O€CIJIaTHBIE IPOIPaMMBbl, KOTOPBIE
MO’KHO HaiTH B CeTH.

O noprane
CereBr4OK.p( - TBOM ITIaBHBIM COBETUHK B CETU. 37I€Ch Thl MOXEIIIb Y3HATh O O€30MaCHOCTH B CETH

IOHATHBIM U JOCTYIIHBIM SI3BIKOM, a ITPXU BOSHUKHOBCHWUUN KpHTH‘{eCKOI;'I CUTyalluu O6paTI/ITI)C$I 3a COBCTOM.
A Taxke IPUHATD YIaCTHUC B KOHKYPCaX U CTATb CAMBIM I_II/I(i)pOBBIM Fpa)K,Z[aHI/IHOM!



